OT3bIB
na asTopedepar muccepraunu Jlemoxa EBrenns AHapeeBHya,

BBINOIHEHHO# Ha TeMy « CHHTE3 NOCTKBAHTOBOH CXEMbl HHKAIICYJIALHH CEaHCOBOIO KIIK04a»
H NpeICTABICHHON Ha COMCKaHHe YYEHOMN CTeneHH KaHIu1aTa TCXHHYECKHX HayK 110
cneuuatbHOCTH 2.3.6 — «MeTo/bl M CHCTeMBI 3alMThl HHOpMalHH, HHGOpMalHOHHAsA
Ge3onacHOCTbY

Pa3BHTHE KBAHTOBBIX BBIYMCJIEHHH CTaBHT IOA Yrpo3y CTOMKOCTh IIHPOKO
IPHMEHAEMBIX ACHMMETPHYHBIX KPHITOCHCTEM, OCHOBAHHBIX Ha 3ajavax (dbakTopH3auHH H
McKpeTHOro norapudMupoBanus. [Toka3aHo, YTO 3TH 3a1a4u MOTYT ObITb 9Q(EKTHBHO PEIICHb!
Ha KBaHTOBOM KOMIIBIOTEpe ¢ MCrojb3oBaHneM anroputMa Illopa, 4TO TNpPHBOAMT K
HeoOXOJIMMOCTH TiepexoJa K KpHITOrpaguueckuM cxemaM, YCTOHYHBBIM B MOCTKBaHTOBYIO
smoxy. MesxayHaponusie HuuuuatuBbl — Takne kak Koukype NIST PQC, xopefickui KpqC un
paboThl POCCHACKHX TNPOQPHIBHBIX TEXHHYECKHX KOMHMTETOB — MOJATBEPKIAIOT BBICOKYIO
3HAYUMOCTH Pa3paboTKH HOBBIX OCTKBAHTOBBIX MEXAHH3MOB 3aLIHThI JaHHBIX.

OaHHM M3 MEepCHeKTHBHBIX HANpaBlIeHHN OCTAlOTCA KOIOBBIE KPHIITOCHCTEMBI THIIA
Maxk-J11ca, OCHOBAHHbIC HA CI0KHOCTH 3a1a4M JeKOJAMPOBAHMA CIydalHOro JTMHEHHOro Kojaa.
O1HaKO CYILIECTBYIOUINE IPOTOKOJIbI, BKIIOUas cucTeMbl Original McEliece u Classic McEliece,
OCHOBaHHBbIC HAa Kojax [Ommbl, XapakTepu3yloTcs OONBIIMMH pa3MepaMH KIIIOYei, a Takke
MOTEHIIHATEHOM VA3BUMOCTBIO K OyIyIIMM CTPYKTYpHBIM arakam. Kak mokasbiBacT pa3’BHTHE
KPUIITOAHATH3a, B HEKOTOPBIX KJAaccax ajJbTEPHAHTHBIX KONOB Yxke HaiieHbl dQEeKTHBHBIC
CTPYKTYPHBIE aTaKH, YTO CO3/1aéT PHCK 1A NalbHEHIIEro NPHMEHEHN TaKHX CHCTEM

B CBA3M ¢ 3THM aKTYalbHOl sIBIAETCS 3a]a4a pa3paboTKM HOBBIX KJI1accoB IGHEeKTHBHO
JIEKOIMPYEMBIX TTOMEXOYCTOHYHMBBIX KOJI0B, IO3BONSIOMMX €O3/aBaTh Oolee KOMIIAKTHBIC H
VCTOMYHBBIE KOJOBbIe KpHOTOCHCTEMbL. OJIHMM M3 NEPCNEKTHBHBIX HANMpABICHHH SBISETCA
NpAMEHEHHE KOIOBBIX KOHCTPYKIIMH — TAKMX KaK TEH30PHbIE IPOM3BE/ICHHSA H CYMMEI TEH30PHBIX
IIpOM3BEAEHHH — KOTOPbIE MT03BOJIAIOT GOPMUPOBATH HOBBIE KO/IBI C HHOH CTPYKTYPOH, yMEHbIIAs
PHCK YCHEIIHbIX CTPYKTYPHBIX aTak.

B auccepraunMoHHONW paboTe MOMy4eH KOMIUIEKC 3HAYHMBIX TCOPETHUECKHX H
[IPHKJIAIHBIX PE3y/IbTATOB, HANPABJICHHBIX HA CO3JaHHC HOBOH KOJIO0BOH KPHITOCHCTEMB! THIA
Mak-:1uca Ha ocHoBe D-koj10B. K Hanbosee cyluecTBEHHBIM pe3yibTaTaM OTHOCATCA:

. AJlropuTMHYECKas MOJE/Ib IapaHTHPOBAHHOIO MaXOPHTAPHOIO JCKOJAHPOBAHHS
118 D-KOJI0B, 03BOIAONIASA HCIPABIATH OIIMOKH 10 MOJIOBHHBI KOJOBOTO PACCTOAHHA.

. JIBa BEPOATHOCTHBIX JleKojepa, 00eCTeuHBAIOWKX HCNPaB/IeHHe OWHOOK CBepX
[10;JOBMHBI KOJOBOIO PAcCTOAHUA M I03BOJISIOUIHX YMCHBIUHTH PasMep OTKPBHITOro KI4Ha B
KpUnTOCHCTEME THIa Mak-Dinca.

. ABTOp TOJY4YH/I YCJIOBHS Pa3ioKHMOCTH M HEPa3NoNKMMOCTH  CTeneHeH
npousseaenus lllypa-Anamapa D-KOA0B, YTO II03BOJISET ONPENC/IATH YS3BHMbIC H CTOMNKHE
Kiacchl KoA0B. YCTAHOBJIEHHbIE CBOHCTBA IMO3BOJIAIOT AHATHTHYCCKH BBIAB/IATL CHIIBHBIC H
ciabple KIH04H, YTO BakHO Ui obecrneyeHHsl CTORKOCTH KPHIITOCHCTEMBI.

. Ha ocnose pa3paboTaHHBIX A€KOACPOB H HCCIICJOBAHHBIX KPHITOrPaQHYCCKHX
CBOMCTB 110CTPOEHA HOBAA ACHMMETPHYHAN KPHITTOCHCTEMA THIA Mak-Diuca, obecneynBaromas
CHUKEHME pasMepa OTKPBLITOro KJIOHMa MK NOBBLILCHHC CTOHKOCTH MNPH  CONOCTABHMBIX
fapamMeTpax 1o CpaBHEHHIO ¢ OpUIHHAILHON KpHiTocHeTeMol Mak-Oinca.
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ABTopedepar BBINOJIHEH B COOTBETCTBHH € aKTYaIbHBIMH CTaHIaPTaMH Hay4HbIX paboT,
XapaKTepH3yeTcs CTPOrod CTPYKTYpod M JIOTHYHOH I0CJEA0BATEIBHOCTBIO H3JIOKCHHA.
IlpeacraBieHHbe Pe3yIbTaThl MCCNIE0BAHHA COACPKAT HEOOXOMMMBIH YPOBCHb JICTATH3AIHH
118 OOBLEKTHBHOH OLICHKH MX TEOPETHYECKOH 3HAYUMOCTH M [PAKTHYECKOH IPUMEHHMOCTH.

[To conepxkanuio asTopedepara MOXKHO YKa3aTh Ha OTAE/NbHbIC HEAOCTATKH paboTHI:

1.  BeposTHOCTHBIC CXeMbl JIEKOAMpPOBaHHA 0071aal0T HEHYJICBOH BEPOATHOCTBIO
omubku DFR. B auccepranuu npuBesieHbl TOJBKO 3KCIEpHMEHTaIbHble oueHkH DFR, oxHako
AHATHTHYCCKHE OLICHKH HJIH CTPOTHE rpaHHlbl MOI'JTH Obl YCHIIUTH TEOPETHUYCCKYHO 3HAYHMOCTD
pe3yJ1bTaTOB.

2. B pabote mpu SKCNepMMEHTATBHOH ouenke (PGPEKTHBHOCTH BEPOATHOCTHBIX
JCKOJCPOB HMCMOMb3yeTcs Ga3opas, HE OINTHMH3HPOBaHHAas pEATH3aLMA aNrOPHTMOB. ABTOp
OTMEYAET NOTEHLHANbHbIC HANPABIEHUS /Ul YCKOPEHHUS M YIYHIIEHHsS ITHX PealH3alHif, 0Hako
JaHHBIE ONTHMH3AIHH (AKTHYECKH HE NPUMEHEHBl M MX BIHAHHE HA IPOH3BOJAMTENLHOCTDH
JCKOICPOB He HCC/Ie0BaHO. Takue pesy/bTaThl ObLTH Obl MOJe3HbIMH [UIA Goee TOYHOro
CPABHEHHS C CYLIECTBYIOUIMMH CXEMAMH.

OTMEUCHHBIC HEJOCTATKH HE OTHOCATCA K BOIpOCaM, BHIHOCHMbIM Ha 3alIMTy, H HE
BIMSIOT Ha TIOOKHTEIBHYIO OLIEHKY aBTopedepara u IMccepTallHOHHOA paboThl.

Jluccepramms  Jlemoka Esrenus AmnzapeeBnya «CHHTE3 TOCTKBAHTOBOH CXEMBI
MHKANCVIISIMHE CeaHCcOBOTO KITIouay OTBedaeT TpeGoBaHUAM, ycTaHoBieHHbIM [Tonoxennem «O
MPUCYAICHHM  YYEHBIX  cTelleHe B (elepalbHOM  rOCYJapCTBEHHOM — aBTOHOMHOM
06pa3oBaTeIbHOM yUpekIeHHH Bolciero obpazopanus «lOkHbii ¢eaepatbHblii YHHBEPCHTET?
(B JefiCTBYIOMIEH peaKLMK) H PeIbABICHHBIM K INCCEPTALINAM HA COMCKaHHE YYEHOH CTENeHH
KaH1u1aTa Hayk, a astop, Jlemok EBrenuii AHIpeeBHY, 3aC/y’KUBaeT PUCBOCHHAS eMy YuEHO#H
CTerneHH KaHIM1aTa TEXHHUECKUX HAYK 110 CrieqHaIbHOCTH 2.3.6 — «MeTo/Ibl  CHCTeMbI 3aIUHTBI
uHbopMaluH, HpopMalHOHHAaA 6e30MaCHOCTh», TEXHHYECKHE HaYKH.

Cadapbsan Ozbra AJleKcan/IpoBHa,

Kanauaar Texudueckux Hayk 2.2.13, «PaiHoTexHHKa, B TOM YHC/IE CHCTEMbl H YCTPOHCTBA
TeIeBUIEHHA ), IOUCHT

dejeparbHoe  rocyaaperBeHHoe  OloukeTHoe  00pa3oBaTeNbHOE  YYPEXKICHHE  BBICILIETO
obpa3zoBanus «J{OHCKO#H rocy1apCTBEHHBIH TEXHHYCCKHH YHHBEPCHTET)

Kadenpa «KubepbesonacHocTh HHOOPMALHOHHBIX CHCTEMY, 3aBEYIOLIHH Kadenpon

344000, r. Poctos-na-Jlony, mn. ['arapuna, 1. 1

spu-46.2‘@donstu.ru Ten. 8(863)2-381-518
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