OT3bIB Ha aBTOpedepaT Aucceprauun
Jlemoka EBrenust Anapeernua
“CMHTE3 NOCTKBAHTOBOI CXeMbl HHKAINCYJISIIHH CEAHCOBOI0 K.IK0Ya”, IPeACTAB/IEHHOH HA
COMCKAHHE YYEHOMH CTeNeHH KAHAHIATa TEXHHYEeCKHX HAYK
N0 creUaILHOCTH 2.3.6 “MeToabl M cHCTeMbI 3aIUTHI HHpOpMANMH, HHPOPMANHOHHAS
0e3onmacHocTh”

Beaenue. ApropedepaT nocBAlEH pa3padoTie IPHEKTUBHBIX U CTOMKMX K KBAHTOBBIM aTakam
MOCTKBAHTOBBIX CXEM MHKANCYJISILIUK CEaHCOBOrO KAK04a, OCHOBAHHBIX HA KOAOBBIX KPUNTOCHCTEMAX.
Pabota BbINONHEHa Ha BHICOKOM HayYHOM YpOBHE, 001aaeT aKTyaIbHOCTLEO ¥ HAYYHOU HOBH3HO.

AKTya/lIbHOCTb  HCCJIeAOBAHHSA. B  yC/lOBWSX  [OABAEHUS  KBAHTOBLIX  BBIYHCIEHUI
KNacCH4ECKNE aCUMMETPUYHBIE KPUNTOCHCTEMbI, OCHOBAHHbIE Ha (akTOpU3alUM U NUCKPETHOM
J0rapupMUpOBaHUH, CTAHOBSTCS YI3BUMbIMU.

ABTOp CripaBeAMBO NOAYEPKMBAET, YTO KPUNTOCHCTEMbI THNA Mak—nKca — OMH U3 HEMHOTHX
MPOBEPEHHBIX MOAXOJ0B K MOCTPOEHUIO MOCTKBAHTOBBIX ATOPUTMOB, HO OHH O0NANAIOT PAAOM
OrpaHU4EHUA: GONbLINMU OTKPBITBIMH KIOYAMU U BO3MOXHOCTBIO MOSIBJEHMA CTPYKTYPHbIX aTaK
Ha HEKOTOpPbIE CEMENCTBA KOAOB.

Hcenenosanne HOBbIX KOAOBBIX KOHCTPYKLMH, B 4acTHOCTM D-KOm0B, npeacTaBaseTcs BaKHOI
HayuHO# 3a1a4ei, UMeIoLLEH TTpsAMoe nNpuKnagHoe 3HaueHue. OCOOEHHO 3TO aKTyallbHO B KOHTEKCTe
npopomkatowerocss kak B Poccun (TK 26), tak m B mupe (ISO) mpouecca cranaaptusauuu
TOCTKBAHTOBBIX KpUOTOrpahUueCKHX MEXaHH3MOB.

Hayunas nosmusHa. B paGoTe nonyueHs cieaytouie HOBbIE PE3YNILTAThI:

1. PaspaoTanbl anropuT™bl FapaHTMPOBAHHOTO M BEPOATHOCTHONO 1€KOAMpOBaHMs D-KOJOB,
BKJIFOYASE M@KOPWUTApHbIA [AEKOAEp M ABa THUMA BEPOATHOCTHBIX JEKOAEPOB Ha OCHOBE
VH(OPMALIHOHHBIX COBOKYMHOCTEH U MATPUYHOTO MPEACTABIEHHS KOJOBOr0 COBA.

2. IlpennoxeH anropuT™ BbIAETEHUS CHAbHBIX W CNabblX KIHOYEH KPUMTOCHCTEMbI HA OCHOBE
ananvsa coiicTs npoussegeHns Llypa—Anamapa D-konoB.

3. PaspaGotana koMOMHMpOBaHHas artaka Ha ciabble Ko4d, >GPEKTMBHO HCHOABL3YOLLAS
CTPYKTYpHble CBOWCTBA KOAA [J15 NOBBILIEHHS BEPOATHOCTH YCIeXa aTaku Ha undporpammy.

4. CuHTe3MpoBaHa M HMCClleloBaHa HOBas MOCTKBaHTOBAas KpUITOCHCTEMa Tuma Mak—DOnuca
Ha D-kojiax, obnajarolas ynyunieHHbIM COOTHOLUEHHEM MEXAY CTOMKOCTbIO, CKOPOCTBIO M
pa3MEPOM OTKPBITOrO KJtoua.

Bce nmepeuncnenHbie pesynbTaTbl  SIBNSIOTCS OPUrMHAJBHBIMU M MMEIOT  CYILECTBEHHYIO

TEOPETUHECKYIO H NPAKTHICCKY IO LIEHHOCTb.

Teoperndeckas 3HaunMocTh padoThl. [lonyueHHble aBTOPOM pesyNbTaThl MO CBOWCTBAM

npoussenenus lllypa—Anamapa D-konoB Ha ocHoBe Ga30BbIX konoB Pupa—Mannepa paciumpsioT

CyWIeCTBYOLUE TMPEACTABJICHUA O CTPYKTYpEe TakHX KOAOB H MOryT ObITb  MCIOJIL30BaHbI



NPH MOCTPOCHWU HOBBIX CEMEHCTB [MOCTKBAHTOBLIX KPUMTOCHUCTEM, a Takke NpH aHaliu3e WX
YCTOHYHBOCTH K CTPYKTYPHbBIM aTakaM.

PazpaGoTaHHble anropaTMbl AEKOANPOBAHMS NPEACTABASIOT LIEHHOCTh TS TEOPHH KOZAMPOBaHUSL,
0COOEHHO B 3a/1a4ax NEKOAMPOBAHHS KOZOB, ITOJlyYAOILMXCA KOMBMHUPOBAHHEM ApYruX KOJOB.

Ipaxtuyeckan 3nauumMocThb. [IpakTHUECKas LEHHOCTh PaGoThl MOATBEPXKAEHA nporpaMMmHoMH
peanusaumnel 1eK0AEPOB 1 SKCNEPUMEHTANILHBIM aHATU30M 3bMEKTUBHOCTH MPEANOKEHHOH CXEMBI.
[TpuBeneHHble B paGoTe pesynbTaThi BHEAPEHbI B MPOMUILHBIX OPraHW3aLMiX, 3aHHMAOLIUXCS
paspaboTkoii KpMNTOrpadhuUUEcKHX alropuTMOB M 3AlLMLICHHLIX CHCTEM CBSA3M, YTO yKasblBaeT Ha
BOCTPEOOBAHHOCTb NMPEATOKEHHBIX PELIEHHH.

PaspaGoranHas kpuntocucTema no3BonseT MO0 yMEHBIIUTL PasMep OTKPBLITOTO KHOua rnpH
COXpAaHEHMH YPOBHA CTOHKOCTH, JIMBO MOBBICHTL CTOWKOCTD MPH CONOCTABUMBIX MAapamMeTpax — Mo
CPaBHEHUIO C KJIaCCHUYECKON cUCTeMOH Classic McEliece Ha komgax [omnmbl.

Cruab u cTpykrypa aBTropedepara. Astopedepar HaMMCaH TPAMOTHBIM HAYYHBIM S3BIKOM,
pe3yAbTaThl  M3J0XKEHBI  ACHO, CTPYKTypa COOTBETCTByeT TpeGoBauusM BAK. Ta6auus wu
OKCMEPUMEHTANIbHBIE JIAHHBIE MO3BOJISIOT OOLEKTMBHO OLEHWTb [MPEAIOKEHHBIE ANTOPUTMBL, a
TaKKE 11apaMeTpbl KPUMITOCHCTEMBbI.

3amevanns. K paGore y peueHseHTa UMEIOTCA CeAYIOLLME 3aMEYaAHUST:

1. B pabore MoxkHO Gio Obl MOAPOGHEE OCBETUTH CPABHEHHE HE TOJNBLKO C COBPEMEHHBIMH
peannsaunsmu Classic McEliece, Ho u ¢ KEM PALOMA, npeacTaBieHHON B KOPEHCKOM
KoHKypce KpqC.

2. XKenarenbHo Gb110 Gbl pacIMPHTL UHTEPIIPETALMIO TeOpeM 1—4 u3 BTOpOMH m1aBbl. M3 Tekcra
aBTopedepara He CHa UX LEHHOCTb H 3HAYUMOCTb.

3. B mMccepraumu uM3yuaeTcs CTOMKOCTb MOCTPOEHHON KPUMITOCHCTEMBI OTHOCHTENbHO
KOMOMHMPOBAHHOM aTaku, NPeJIOKEHHONW aBTOpOM, W oOwiel araku LEKONMPOBaHUS ¢
MCIONb30BAHMEM HHGOPMALMOHHBIX MHOXKECTB. Bmecte ¢ Tem crenosano 6bi 06CyanTs
[PUMEHUMOCTL  ataK, MOCTPOCHHBIX [ KpUMTOCHCTeMbl Mak-Dauca Ha komax Pupa—
Mauinepa, a TaloKke MHBIX BO3MOXHbIX CTPYKTYPHbIX aTaK.

Hrorna s aBropedeparte npeanoxenue HaunHaetcs ¢ GOpMyIIbl, 4TO 3aTPyAHSET YTEHHE TEKCTA.
PeueHseHTy KaxeTca HeynauHbiM BbiGpaHHOe 0603HaUEHHE AyaibHOO Koaa Kak Kof ¢ 4yepToii
(C). Ono kpaiite 3aTPYAHACT BOCTIPUSTHE TEKCTA U MOHUMAHWE CYTH TEOPEM.

6. B Tabnnue 7 6110 Obl MyuLe MCMOIb30BATH HE 3HAYEHHE BEPOSITHOCTH ycnexa 1eKoaupoBaHus
Mo MHPOPMALUOHHBIM COBOKYMHOCTAM, a IBOUYHbIFH JIOrapudm OT 3TOH BEPOSTHOCTH.

OTn 3aMeyaHus HOCAT YTOYHSIOLIMA XapaKTep W He BJWAIOT Ha OOLLYIO BBICOKYIO OLIEHKY

uccieJOBaHus.

3akmouenue. [luccepraumonnas pabora E. A. Jlemoka sBaseTcss 3aKOHYEHHOR Hay4HO-
HCCeNoBaTeNbCKOH  PabOTOM, B KOTOPOH pellieHa akTyanbHas 3aja4a CHHTe3a >bQEKTHBHOl

MOCTKBAHTOBOMN CXEMBbI WHKAICyJIaunu CCaHCOBOIo Kiroua.



CuuTalo, YTO MONYYEHHBIE Pe3ybTaThl OOMANAIOT Hay4YHOW HOBM3HOM, TEOPETHUYECKOW W
NPaKTHYECKOW 3HAYMMOCTBLIO M COOTBETCTBYIOT TPeOOBaHHAM, MPEAbIBISEMbIM K KaHAMAATCKUM
AdccepTauMsiM MO cneudanbHOCTH  2.3.6  “MeTombl M CHCTEMbl  3alMThl  MHPOPMALMHK,
nHdopMaLMoHHas 6e30MacHOCTL”.

ABTOp 3aCJ1yKUBACT NMPUCYIKACHUA y‘leHOFI CTCNEHU KaHaKuAaTa TEXHHYCCKUX HayK.

PelleH3eHT:

JoueHT kadeapbl HHGOpMALIMOHHOM GE30MacHOCTH
BMK MI'V umenu M.B.JlomoHocoBa

KaHA. du3.-MaT. HayK - Ymxoe U.B.

R10Y 2028

KoHTaKkTHEIE OaHHEBE.

DOHO: Yuxos Mpan Bnagumuposuy.

VYuyeHas cTeneHb: KaHAMAAT GU3NKO-MATEMATUUECKHX HAYK.

E-mail: chizhoviv@my.msu.ru, Ten.: 8(495)930-43-76 (pab.).

CreuuanbHocTts, no kotopoi M.B. UwkoBbiM Oblia 3aliuiueHa KaHAMAATCKas IMCCEPTALMSA:
05.13.19 — “MeToar ¥ cucTEMBI 3aILUThI HHGOPMaLIK, HHPOPMALKMOHHAs Ge30MacHOCTh” (U3HKO-
MaTeMaTH4eCKue HayKH).

Mecto pabotei:  ®enepanbHoe rocynapcTBEHHOE OIOIMKETHOE OOpPA30BATENLHOE YUPEKIEHHUE
BbICIIETO 00pa3oBaHMa “MOCKOBCKUI rocyapcTBeHHbI yHUBepeuTeT uMenn M.B.JlomoHocoBa”,
(bakynbTeT  BbIUMCIMTENbHOW MaTeMaTWKW ¥ KuOepHeTukW, Kadempa HHPOPMAIMOHHOM
0e30MacHOCTH.

Anpec mecta pabotsr: 119234, Mocksa, JlesnHckue ropsl, oM 1, ctp. 52, 2-i y4eGHbIi Kopnyc.

JomKHOCTD: TOUEHT Kadeapbl MHMOPMALIHOHHON GE30NaCHOCTH.

IToamcs Yuskosa Msana BranumupoBuya yaoctosepsio:

HexaH dakynsreTa
BMK MTI'Y umexu M.B. JlomoHocoBa

aKaaeMuK Cokonos U.A.
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