
oT3brB oozuuAJlbHoro OIIIIOHEHTA

Ha ArlcceprallrroHHyro pa6ory llpy4nnxona Bagzvra AlexcauApoBvqa Ha reMy
<<Cnnrer I{ HccJreAoBaHue rlceBAo-ArrHaMlrqecKrrx rroAcraHoBoK>),

npeAcraBJrleHHyro Ha col4cKauze yueuoil creneHfi KaHArrAara rexHurrecKgx HayK

no cneuzansuocru2.3.6
<MeroAu I,I cl4creMbl 3atuLITBI znQopnraquu, uu$opMaur4oHHaq 6esonacHocrb)

1. Arcrya.nbHocrb reMbr Ar{cceprarllronHoro uccJreAoBaHuq
Oleparlraz 3aMeHbI r4lrvt $urcraporaHHbre noAcraHoBKt4 rBJrrrorcr ocHoBHbrM

nelznefinblM 3JIeMeHToM ArTt MHo)KecrBa coBpeMeHHbrx rrceBgoclyuafiuux Syurqrafi
(Pseudo Random Function - PRF) v nceBAoclyuafiuux repecraHonor (Pseudo Random
Permutation - PRP), Korophle tBJlrrorcr 6asoerrNa gJreMeHToM rofuqecKofi sauurrI
znQopuaqzu n uHQopMaIIVoHHhIx cucreMax. llog repMrrHoM ((noAcraHonra> (sbox - or
substitution box, ra6tu\a:arr.reu) noApa3yMeBaercr KaK B3ar4MHo oAHo3HaqHoe, TaK r{ He
B3avMHo oAHo3HarIHoe upeo6pa3oBaHve m-1ursoro 3HaqeHVs. Ha Bxone s n-6zrHoe
3HaqeHr4e Ha BbrxoAe, rle n He BcefAa paBHo m.

He,utsefiHocrb [oAcraHoBoK HarrprMyro Brrvrfler Ha cJroN(Hocrb Kpr4rrroaHarrv3a
rlceBAocilyqafislrx Qynrquft 14 rlceBAoc,'ryvaftuux [epecraHoBoK; olepaqr4rz 3aMeHbr

-sBrttorct OAHTIM vI3 sau6olee pecypcoelmzx 3JreMeHToB npu lporpananruofi vryl
arnaparHoir peasmzaquz. Talc rar PRF u PRP crporrcr no Lrreparunsofi cxeue (4lr
Aocrl4xeHlrt 3aAaHHoro ypoBHr cynrnlapuofi nelznefinocrn npeo6pasonatun), or
He,'IranefiHHx ceoftcrn SzrcupoBaHHbrx rroAcraHoBoK HarrprMyrc 3aBucr4T Kort4qecrBo
uTeparynfi, 3arpaql4BaeMblx BhlqvcJrr4TeJrbHhrx pecypcoB, a rarcKe BpeMr o6pa6orrz z
norpe6.rrreM ar MotrlHocrb.

K $urcrapoBaHHblM onepaqrlrM rroAcraHoBKr4 rrpeAbflBrflercfl. px4 rpe6ovauuit,
HarlptMyro BJIrIttorII4x Ha KpvrrrorpaSuvecxyro crofirocrr PRF vr PRP. Als
MiLTopecypcHblx nceBAocnyqafinrrx Qynxqufi 14 rrceBAoclyuaftuux nepecraHoBoK ocrpo
scra€r npo6neua 3arIIHTbI or no6oqu6rx KaHaJroB yreqKr4 cerperuoft uHsopnaaqzz. 3ro
HaKJIaAbIBaer AorIonHrITeJIbHhIe rpe6oranvfl. vr ofpaHuqeHufl, Ha rIoAcraHoBKr{.

Arryalrnocrr uccleAonaHufi 3aKJrroqaercr B ToM, rrro npo6lelra cr.rHTe3a

fIoAcraHoBoK, yAOBJIeTBOp'TUUX IxI{pOKOMy CneKTpy B3auMot4cKnroqarcilIux
rpe6onauufi, rBJuercr 6asosofi npu cuHre3e eQ$er<runHsrx pRF v, pRp.

llcengoclyvafiurte Synrqnra, pa6orarorqr4e B pexzue cqerqrrKa c ayrenrraQzraqueft
fwrya (Galois/Counter Mode - GCM) v cxoxnx c Hr4M pe)KrrMax, B prAe cnyqaeB
cnoco6srt 3aMeHurb coBpeMeHuue 6roqnrre uruspbr, HanpuMep, B nporoKoJrax SSH z
TLS, a rarc{ce OpenVPN, TaK KaK o6ragaror 6o"rree srrcoKofi rpor43BoAr4TeJrbHocrsto ulutu
MeHblrrv M lorpe6lenv eM pecypcoB rlpr4 rrporpaMMuofi pealz 3arylzr. OAnaro rpzMeHeHlr e

rlceBAo-At4HaMuqecKvx rIoAcraHoBoK npv craHTe3e PRF rroreHrrr.{iLTbHo cnoco6no
o6ecnequrr ycrofivl4Bocrb K KprrrrroaHarrvgy, npeBocxoA-suyrc aHiurorr4, npu
coxpaHeHzl4 corIocraBI4MhIX 3arparax pecypcoB npv lporpanauHoft pearrv3a\w.



C,regonareJlbHo' CI4HT€3 V I4CcneAOBaHI4e nCeBAO-AI4HaM[rIeCKvX IOACTaHOBOK tBJIreTct
aKTyarrBHofi rerraoft 14 [peAcraBJrrer nayvuuft il [paKTr4r{ecruft r4HTepec.

2. oqeHrca AocroBepHocrlr rloJryqeHHbrx pe3yJrbraroB Lr HoBrr3Hbr

Ar.rccepTarllroHHof o rrccJreAoBaHus

loctorepHocrb pe3yJlbraroB 14 o6ocHosaHHocrb HayqHhrx noloxeHufi,
pe3yJlbraroB vr ocHoBHbIX BbIBoAoB Alrcceprarlzonnofi pa6orrr rroATBepx(Aaerct
cxoAIrMocrblo ucxoAuofi rllllore3hl c pe3yJrbraraMLr oilbrrHo-gKcnepr4MeHTilJrbHbrx

AaHHbIX, a TaKXe CTpOfOCTbT npr4MeHreMofo MaTeMaTr4rrecKofo anuapaTa.
Hayuuar HoBtr3Ha cocror{T B cJreAyroqeM:

1. Pa:pa6oraHa crpyKTypa nceBAo-Ar{Hanan.recrofi oneparlr4rr rroAcraHoBKr,r Ha

ocHoBe ARX-Qyurqufi, o6raAaroqaq ceoftcrnaNar4 gKBr{BiLJreHTHbrx 3aMeH,

aHiuIofI4rIHbIMt4 clyuafiuo cQopl,rrapoBaHHbrM onepaqu-f,M [oAcraHoBKr,r roft ]Ke
pa3MepHocrra (nynr<r 1 9 uacnopra cnerlr4alrHocrz).

2.Paspa6orau u rccJle.uoBaH MeroA cr,rHTe3a [apaMerpoB 32-6ur:aoit ARX-
QyHr<qzz, IIo3BoJItIoqufi nonyrrr4Tb lapaMerpbr ouepaqzfi rlr4Krr4qecKoro cABt4ra, rrpr4

Koropbrx o6ecue.Izeaercfl. MaKcvMzurrurrft Bec pa3Hocruoft xapaKTepvcrr4Kr4, panuuft
n-2)2-"t (:nauzprauecrufi Bec 2-26), il Bec ruuefisofi xapaKTepr4crr4Kr,r z-73 rrrfl
pe3yJlbrrlpyroqefi PD-sbox-ARX, nxruouaroqefi n csofi cocraB rrerbrpe 32-6urnste ARX-
Qynrqzz, a raKxe noarorxrorquft MnHtrMrr3krpoBarb KoJrr4qecrBo 3arparrvBaeMhlx
acceu6lepHblx I4Hcrpyrrlnfi Ha onepaqw \LrtrrtrqecKoro cABrlfa npr4 peilJrr{3ar\Lrv Ha

MtulopecypcHhlx 8-6nrnux Ml4KpoKoHTpoJrnepax ceMefcrea AVR (nyur<r 19 uaclopra
crrerlr4ilJrbHocrz).

TeoperuvecKaq 3naqnMocrb pe3yJrbraroB r4ccJreAoBaHr{r cocror4T B pa3Bvtrr4r4

[epcneKTI4BHOrO HayrIHOrO HarlpaBJreHldfl. CI/.HTe3a V npUMeHeP^Vrfl. rroeBAo-Ar,rHaMr{rrecKr4x

noAcraHoBoK Ha ocHoBe ARX-QyHrqzfi, yAoBJrerBoprrcUzx rl4poKoMy crreKTpy
rlporl4Bopeql4Bblx rpe6orannfi rlo crofirocru K Kpr4[ToaHurr43y v 3arparruBaeMbrM
pecypcaM rlpn nporpauvnofi peaJll43aUvu Kpr{nrorpaQuuecrzx npeo6pasosaHzfi.

lparrnvecKafl ueHHocrb pa6oru:
llpzueneHl4e rlceBAo-Ar4HaMrzrrecKr4x noAcraHoBoK Ha 6ase no4o6pauurrx ARX-

Qyur<qufi, o6lagarorqux gz00epeHrlr4aJrbHlrMn vr nraneftnrrrrara ceofic:rsaN,rr4

SKBnBaJreHTHbrx rIoAcraHoBoK, aHzurorr4qHbrMr4 clyuaffHo cQopuzpoBaHHbrM

QrarczponaHHblM rIoAcraHoBKaM roft )Ke pa3MepHocrt4, no3BoJrrer o6ecre.rurr
KpI4TI4rrecKI,tfi uyrr (ltaxczuanbHoe KoJrr4qecrBo rrocJreAoBareJrbHbrx onepaqraft cJro)KeHr4.rr

rlo MoAyJrro ztu) B qerbrpe prca MeHbrrre, rreM 8-zrepaqzoHHar 32-6ur:rrar- Alzette-
no4o6Har crpyKTypa, npv AByxKparHoM yBenr4qeHr4r.r KoJrrrqecrBa onepaqwit u npu
corlocraBvMblx MaKcI{MilJIbHhrx 3HaqeHr,rrx BecoB pa3HocrHbrx vt luneftnrrx
xapaKrepl4crlrK. llpu annaparHofi peaJrulaar\vrLr ARX-QyHKrIr4r4 AaHHoe csoficrso
rlo3BoJrter rlporopquoHaJlbHo yMeHbrxr4Tb (ao 4 pru) 3aAepxKy npv rpeodpazosawuw
6roxos raH$opvraqura.
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3. Oqeurca coAepll(aHlrfl Arlcceprarlfi[, crerreHr{ eE sanepurduHocrn,
rroATBep)rcAeHrre ny6"rrnrcaqnfi anropa

CogepNanve Lr crpyKrypa Al{cceprauzu llpyaHuKoBa B. A. coorBercrByror reMe,
IIeJIIM n 3aAaqaM plccJleAoBatut. fiuccepraur.rr Hanr4caHa Ha pyccKoM fi3brKe, cocror,rr r43

BBeAeHI,It, rp€x uIaB, 3aKJIIoqeHI,It, cIII4cKa I4c[onb3yeMblx I4croqHI4KoB ,13 7 |
HaI4MeHoBaHvIfl.v npuno)IceHz.s. llo,'ruufi o6r,€lr Ar4cceprarlr4l4 cocraBnqer 133 crpaHr,ruhr
(n rorr,r tIrIcJIe npuJloxeHus - 7 crpauzq), BKJrroqar 31 pucyuor, 28 ra6,ruu. Crpyrrypa
AI4ccepraIIvI4 JIofL{qHat, pr4cyHKr4 u ra6luqu oQopu.rrenu B coorBercrBlrrz co
craHAaprauz |OCT.

Bo nne4enun o6ocHoBblBaercr aKTyaJrbHocrr TeMbr, $opnrynupyercr :aay.uHafl

3aAar{a I4ccJIeAoBaHIr-t{, orpeAertrorcs o6rerr u npeAMer r,rccneAoBaHrrr, [paKTrrqecKat
IIeHHOCTb rr HayrlHa-f, HoBI43Ha pe3yJrbraroB, r43Jrafarorcr HayqHbre froJro)KeHzr,
BbrABrrfaeMbre Ha 3axllrTy.

B nepnofi rJraBe coAepxlrrct aHaJwB cyulecrByroulux rroAXoAoB K crrHTe3y

rIceBAo-Ar{HaMLIqecKIrx orrepaqzft no4craHoBKlr. llpueo4urcs. alauwrs crrHTe3a onepaqzfi
noAcraHoBKI4 KaK ocHoBHofo neruueftHoro 3JreMeHTa coBpeMeHHhrx 6loqsux urzSpon z
nceBAocnyqafiutrx QyHxqzft. .{aercr orucaHr{e crpyKTypbr tlceBAo-Ar4nauuqecrofi
onepaUuu rloAcraHoBrr,r PD-sbox, paccMarpvBaercs,lusefisufi u auQQepesqualruufi
Kpl,InroaHanu3 PD-sbox Ha ocHoBe QurczponaHHbrx onepaqvfi noAcraHoBKr4.

llpegcraeJreHo orucaHl4e MeroAa aBToMarr43[rpoBaHHofo nor4cKa Kpr4rrrorpaQuvecrux
xapaKTeplrcrlrK c I,IcIIoJrb3oBaHr{eM SMT peuare,refi v 6u6lnoreru CASCADA.
llpranegeubl BbIBoAbI o roM, qro cyuecrByroilIue noAxoAbr K crrHTe3y u lpr.rMeHeHr4ro

AI4HaMuqecKI,IX olepaqufi noAcraHoBKI4 He rro3BoJrrror oAHoBpeMeHHo o6ecne.rurr
crofirocrr, MIrHt4MI43aIIurc 3arpaqr4BaeMbrx pecypcoB vt cKopocrb lporpauvuofi
pealru3a\r4v rlceBAocJlyqafisrrx Qynxqrafi Ha nx ocHoBe, colocraBr4Myro c
rlceBAocny.rafiHHN,Ila $ynrqzrnru Ha ocHone Snr<czpoBaHHbrx noAcraHoBor. B cBr3rr c
3TI4M CI4HTe3 nCeBAO-Ar4HaMr4qeCKUX ITOACTaHOBOK, yAOBJTeTBOpffOUUX

83ar.rMoIICKIrOqarcilII4M TpeOOBaHI4tM, B rracrHocrra, auQQepeHrrrziLTbHbrM
xapaKTepucruKaM, He ycryrrarorlrrM QzxcuponaHHbrM onepaqurM rroAcraHoBxn rofi xe
pa3MepHocrvt, flBlrflerct aKTyamuofi npo6,retrofi. PesynrraroM rBJrrercq rrocraHoBKa
o6uefi uayvuofi sakaqv v Qoplryruponxa qacrHbrx 3aAaq AzcoeprarrrroHHbrx
zcc,re4onanzfi.

Bo nropofi rJraBe coAepllerrct onr4caHrre cr4HTe3a crpyKTypbr roeBAo-

4uHantzvecxofi orreparll4l4 rloAcraHoBKrr Ha ocHoBe ARX-Qynr<qnft. tr4ccrregoyauurr-

AeMoHcrpupyror, qro o6reArrHeHue ARX-Qyurcquil, vMeroilIr4x orKpoBeHHo c,la6rre
Kpl4nrorpaQzvecrue cnoficrea, B crpyKTypy nceBAo-Ar,rnauuqecroft rroAcraHoBKr4

no3Bonter loryqarb csofrcrsa gKBIrBiureHTHbIX noAcraHoBor, 6lzgrr4e K csoficrsaN,I
clyuafiuo cQopvrupoBaHHblx rroAcraHoBoK aHanofraquofi pa3MepHocru. PD-sbox-ARX
coAep)KI4T npOCTbIe Onepauur4 r4 uMeer 3iulo)KeHHbre Bo3Mo)rGocTu napaJTnenr43a\uvl

o6pa6orrr,r AaHHbIX, r{To ro3BoJrrer AeJraru oQQexruBHhre nporpaMMHbre u arrnaparHbre
pealrr3arrr4 v Anfl pa3nr{rrHbrx npoqeccopoB }r annaparHrrx n,rarS opnr.

llpe4loxeH MeroA cLIHre3a nceBAo-ArrHaMr{qecKofi Qynxquu PD-sbox-ARX-32,



Koropblil rlo3Bonter noJryqarb PD-sbox-ARX c AocrarorrHo 6rusKraN,{u r< 8-payHAoBbrM

rpeo6pa:oBaHl4tM Speck32 u miniAlzette32 Kpr4nrorpaSzvecruuz csoftcreauu. llpz
cvHre3e 100 PD-sbox-ARX 73 sapuaura LIMeirv Bec pa3HocrHbrx xapaKreprcrux Wd,
panunft 32 t4 sec lzHefinrrx xapaKrepr4cruxWl, panurrfi 13 u 14.

B rperuefi rnane [pI4BeAeHbr pe3yJrbrarbr r4ccJreAoBaHr4r ausQepeuq[a!'rbHhrx r4

,rranefinrrx xapaKTepl4cuEr PRF pCollapserARX c t4crroJTb3oBaHzeM r4HcrpyMeHTaphfl,

CASCADA. lIpoaniLJILI3I,IpoBaH MeroA cr.rHre3a PD-sbox-ARX. CaeraHhr BbrBoAbr o roM,
vro no4o6paHHat crpyKrypa 32-6ursoi.r ARX-$ynKrIr4r4 B cocraBe PD-sbox rro3BoJrrer
o6ecnequrb KpI4TI4qecrnfi nyrb (uaxculra,rsuoe KoJrvqecrBo rrocJTeAoBareJrbHbrx

onepaqufi cJIox(eHI4t no MoAyJrro 2t6) B qerbrpe p€Ba MeHbure, qeM 8-urepaqlr olHas. 32-
6ursas Alzette-no4o6nar crpyKTypa, npu AByxKparHoM yBenuqeHr4r{ KoJruqecrBa
olepaqufi u [pI4 corrocraBl4Mblx MaKcrrMarrbHbrx 3HaqeHurx BecoB pa3HocrHbrx u
nunefi nrrx xapaKTepr4crr4K.

AHa,roru.{uufi pesynbrar roJryrraercr npv cpaBHeH:/ILr 32-6uruofi ARX-QynKUrrr4
c S-urepalrvoHHbrM 32-6urusur npeo6pasoBaHr{eM r43 6ro.rHoro Kpunroiurropr{TMa
Speck32. llpra annaparuofi peiurn3aur4ra ARX-$yHKurrur AaHHoe cnoficrso rro3BoJrrer
nponopql{oHilJlbHo yMeHblrrr4rb (ao 4 paz) 3aAepxKy rrpu npeo6pasonanuu 6roroe
zH$opnaquu.

flpegnoNenurrfi MeroA cuHre3a rrapaMerpos32-6urHoft ARX-QyHKrILtu rro3BoJuer
nonyqurb rlapaMerpbl olepaqzfi quKJll4qecKoro cABr4ra, IIpu Koropbrx o6ecne.rr4saerct
MaKcl4Miulrsufi Bec pasnocrHofi xapaKTepucrrrKrr, panusrfi 2-32, vt Bec luseftnofi
xapaKTepvcrt4Kt4 2-73 [lspe3yJrbrrrpyrorqefi PD-sbox-ARX, nxlrouarorqeft n csoft cocraB
qerblpe 32-6ursste ARX-QyHKIIIII4. Conocrau4Mbre pa3HocrHbre r,r lunefinrre
xapaKrepl4crllKl4 I4MeIor 8-LrrepaquoHHar 32-6ursas Alzette-uo Ao6uas. crpyrrypa z 8-
I4TepaUlroHsoe 32-6urHoe lpeo6pasonauue us 6,To.rHofo Kpr.rnroiurropr,rrMa Speck32.

flpeg,roNeunufi MeroA ct4Hre3a napaMerpon32-6ursofi ARX-QyHKutrLt rro3BoJrrer
Mkrnuurr3lrpoBarb KoJIIaqecrBo 3arpaqr4BaeMbrx acceu6lepHbrx r{Hcrpyrqzfi Ha oneparlvr4
IIITKJTI4T{ecKoro cABVfa npv peuilzs,ar1urr4 Ha ManopecypcHbrx 8-6ururrx
MrzKpoKoHrporrnepax ceNrefi crsa AVR (Hanpznaep, ATmega3 2 8P).

B saKrroqenrrn Qopruynupyrorcr BbrBoAbr, ocHoBHbre pe3yJrbraur pa6oru u
peKoMeHAarrylv.

B npn"uoxeHllflx npI,IBoAflTct aKTbr o BHeApeHr4r4 pe3yJrbraroB Ar4cceprarluouuofi
pa6oru, a rarcKe cBl4AerenbcrBo o rocyAapcrseHHofi perr,rcrpaquu npofpaMMbr AJrr 3BM.

'{uccepraqur tBJIIerc-;t saaepurenurru HayqHo-r.rccJreAoBareJrbcKt4M TpyAoM.
3aaauu, nocraBJIeHHbIe aBTopoM, peilreHbr llonHocrblo, rreJrb I4ccneAoBaHI4.s Aocrr4rHyra.

Ocnoeurre noJTo)ICeHut Arrcceprar\Lrv ony6luroBaHbr n 11 uayvHhrx rreqarHbrx
pa6orax, B ToM rII4cJIe: 5 - n ne4yrlr4x pe{eH3r4pyeMhrx HayqHbrx )KypHanax, BxoArrrlprx B

nepeqeHb BAK PO (us sux 1 Kareropl4l4 Kl z RSCI, 4 rareropuuK2),6 - s N{arepvurux
xon$epenqrafi v Apyrt4x v31aHvflx. lloryveuo cBr4AereJrbcrBo o rocyAapcrseuHofi
pefvcrpauvl4 nporpaMMbl Lnfl 3BM. Pesymrarrr pa6omr rrpottrnv anpo6aquro Ha

HayqHbrx roH$epen \vflx pa3nr4qHoro ypoBHr.



4. CoornercrB[e crreuuaJrbHocrrr
Brrnolnenuoe coI4cKareJIeM HayrrHoe uccneAoBaHrre coorBercrByer rracnopry

cneUuzlrlbHocru 2.3.6 - <Mero4bl t4 clrcreMbr 3arqurrr ranQopua\vtvt,nHQopnaaqrroHHat

6egonacHocrr>> ilo nyHKTy 19 <I4ccreaoBaHnfl, B o6lacru 6esouacHocru
KpunrorpaQzvecrzx ilJrfopr{TMoB, Kpr{nrorpaQn uecxux rrpr4Mr{Tr4BoB.

KprrnrorpaQzvecxnx rporoKoJron. 3aqura rauQpacrpyKTypbr o6ecueqeHrrr npuMeHeHr{r

KpunrofpaQrauecrux MeroIoB )).

5. 3anaeqaHIlq no Ar{ccepraqHoHHofi pa6ore
1) MoNuo orMerurb HeKoropyrc ne6peNuocrb aBTopa Ar4cceprarluouuofi pa6orr,r

B qacrll I,IcrloJ'Ib3yeuofi repltuHoJl orul{, B qacrHocrl4 :

'- Bo BBeAeHvpt aHrJlor3brr+rufi replrran Authenticated Encryption with Associated
Data - AEAD (ayrenrzQvqupoBaHHoe uu$poBaHr4e c npucoeAuudsnulru 4auur,rnru)
oruu6o.IHo olpe4e,ren KaK <llcer4ocryvafiurre Qyuxqrara, pa6orarorqrae B pexr4Me

c.I€r.Iura c ayreHTl4Qr,rraquefi fa.nya>, xorr AaHHufi peNzv rBJrrerc-fi ToJrbKo qacrHrrM

cnyqaeM AEAD-pe)KI,tMoB vt eMy coorBercrByer Apyrofi auuoqguqsrrfi TepMr{H

Galois/Counter Mode - GCM;
- B pa3Aene 1.4 pa3Hocrb MelICAy ABourrHbrMt4 crpoKaMr4 pacKpbrra roJrbKo KaK

pe3ynbTaT onepaIII4I4 (olcKJltoqaroqee vrkr>> Menqy cTpoKaMu; He yKa3aHo, qTo TaKoe

onpeAeneHue rBJueTcr qacTHbrM;

- B noApa3Ae,re 3.1.6 rryuMeHeHbr repMrrHbr relatedkey differential, impossible-
differential, related-key impossible-differential v zerocorrelation cryptanalysis, ntrecro
KOTOpbIX CneAOBanO npI4MeHIrTb COOTBeTCTByTOXIT4e pyooKor3brrrHbre TepMr4Hbr; KpOMe

TOfO, AaHHbre TepMr.rHbr He onpeAeJreHbt.

2) B pa":4ere 1.5 aaercr no4po6Hoe orrr4caHne vHcrpyMeHrapuq CASCADA;
nplane4euHoe orprcaHr4e o6laAaer gnaqure,rsnofi us6Hro.{Hocrbro Anfl uelefi
Arzcceprarluounoff pa6oru.

3) HeaocraroqHo no4po6Ho paccMorpeHbr Borrpochr pecypcoeruxocru aunaparHofi
peanv3a\vLr rloAcraHoBox PD-sbox-ARX rrpn srrcoKofi aKTyaJrbHocrrr ilprrMeHeHr,rt

ailnaparHhlx peanuzaryufi crrMMerpr,rqHbrx Kpr4rrrorpaQuvecxzx anfopurMoB B

ycrpoficrrax c orpaHr4qeHHbrMr,r pecypcaMu.

4) B loapa3Aene 3.1.6 ynovu4Harorcr Kpr4rrorpaQuvecxue ilrrropr.rrMbr SKINNY,
NOEKEON u RECTANGLE 6es yxa:a:r'vs. B Al4cceprarrzouuofi pa6ore nrrreparypHbrx
I4CTOqHI4KOB, B KOTOpbIX AaHHbIe anfOpI4TMbI OflpeAer'reHbl.

Ilpuee4euuue 3aMeqaHkrr He qBrrlorc.fl 3Haqr{TeJrbHhrMr4 rro cpaBHeHrrro c

orMeqeHHhrMI{ Bbrrrre reoperr4qecrcofi 3HarrrrMocrbro t4 npaKTzqecrofi qensocrbro AaHsofi

Arrcceprarluosuofi pa6oru.

6.3arcnroqeHrre

luccepraqur llpy.uuurona B. A. npeAcraBJrqer co6ofi 3aKoHqeHHyro HayqHo-

realuQuxaul4oHHyto pa6ory, nocnxrqeuHyro petrreHtaro aKTya,rrnofi ga1laqv, nnreroulefi

BaNGoe 3HarreHr,Ie e o6,Tacrr4 ranQopuaquosnoft 6esortacFrocru. lucceprarrr4r o6raAaer
Hayvnofi uonugsofi, vMeer reoperlrqecKyro 3Haqr4Mocrb r,r [paKTr4qecKyro rleHHocrb.



llolyueuuue pe3yJlbrarbl B norsofi Mepe orporeHbr B aBropcKr4x ny6ruxaqu.ax.
Anrope Qepar noJruocrbro orpax(aer coAepxaHr.re Ar4 ccep r ar\Lrr4.

lncceplagux orBetlaer rpe6oeaHzmr, ycraHoBJreHHbrM lloloxenzeu (O
[pvcy)KAeHilI4 yr{eHbIX c:reuesefi B Qe4epanrnonr rocyAapcrBeHnoM aBToHoMHoM

o6pasorareJlbHoM yrlpe)KAeHr4r4 Bbrcurero o6pasonauvr <IOxHrrfi Segepalrnuft
yHl4Bepcl4rer> (n 4eftcrnyrorqefi pe4axquz) n npeAbrBJrqeMbrM K Arrcceprarlr4qM Ha

cor.rcKaHr4e yudnofi creneHrr KaHArrAara HayK, a aBTop, llpy4uzron Ba4uu
AnercaHgpoBvq, 3acJIylKI4Baer rrprrcBoeHr,rr eMy yu€noft crerreHrr Kala1vr1ura

TexHuqecKl4x HayK rro cnequarrbHocrr4 2.3.6 <Mero4lr v crrcreMbr 3arrlt4Thr

un Q opwr aq uu, uu$ opM arlr4oH Har 6 es olacH ocrb )), TexHu rrec Kr4e HayKr,r.

OSraquanrsufi onnoHeHr:

KaHAr4AaT TeXHL.IqeCKr4X HayK

(05. I3.01 <Cncreunufi aualra3,

yrpaBneH ue u o6pa6orxa znQopuaq vv>>),

Ar4peKrop ro HayqHoft pa6ote

Axquonepnoro o6uecrBa <Axrun-co$r>
flauacesro Ceprefi llerponuu

I 15088, r. Mocrcsa, yn. IIIapI4KorIoArrrrrrHt4KoBcKar, AoM 1, nolreuleHue IX, rounara 1 I .

Ter. cryx.: +7 (495) 925-77-90, email: panasenko@guardant.ru

llo4uracr llauacenro C. fI. 3aBeprrc

feuepamnufi 4r.rperrop
ArqraonepHoro o6rqecrBa <Arrun-co$r>

lI. llauaceuro/

A.9eprumor/
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