
OT3bIB HA)TqHOIO PYKOBOAIITEJTfl
Ha Al4ccepralll4oHlryrc pa6ory llpy4nzroea Ba4unaa ArercauApoBr{qa Ha reMy

(C I4HT E 3 U UC CJI EAO B AHIIE II C E BAO -AIIHAM IIII E C K kI X
IIOACTAHOBOK), npeAcraBneHrryto Ha colrcKanue yv€uofi crenenu KaHALrAara

TexHl,IqecKrrx HayK no cnerlvaJrBHocrpr 2.3.6 <MeroAu z crrcreMrr 3arqr4Thr zHQopuaquz,
zuQ opuaq vronnas. 6es olacnocrb >>

Onepaquu 3aMeHbI raru Quxcr4poBaHHbre noAcraHosxu sbox.r{BJrrrorc-rr ocHoBHbrM
nelunefiublM gJIeMeHToM AJrr MHolKecrBa coBpeMeHHbrx rrceB4ocryuafinrrx Synr<qrafi
PRF ut [ceBAocnyqaftsrrx [epecraHoaox PRP, Koroprre rBJrrrorcr 6a:onuu gJreMeHToM

rorr4qecKoft garquru znQ opuaquu n nn S opM aur.roHHbrx crzcreMax.
llo4 repnrllHoM ((rloAcraHonra> (sbox, 3aMeHa) n pa6ore rroApa3yMeBaercr, KaK

B3aIdMHo oAHo3HaqHoe, TaK kr He BgavMHo oAHo3HaqHoe npeo6pasoBaHr4e.m-6urHoro
coo6uleHIat Ha BxoAe s n-6urHoe coo6ulenue Ha BbrxoAe, rAe n He BcerAa paBHo m.

Helzseftnocrb rIoAcraHoBoK Harrp{Myro BJu4.f,er Ha cJro)nHocrb KprrnroaHaJrrur3a

PRF u PRP, o[epallrrr4 3aMeHbr.f,BJr.f,rorcf oAHr.rM zg uau6oree pecypcoeurzx eJreMeHToB

rpr nporpaultuofi ulrv aTfiraparuofi peurvsa\ura. Tar rar< PRF u PRP crporrcr ro
I,ITeparI,IBHoft cxeue (,qns ,qocrvunenvrfl.3aAaHHoro ypoBrur cyMMapHofi selusefiuocru
upeo6pasoyayut), To or serunefturrx csoftcrn SurczpoBaHHbrx rroAcraHoBoK HarrprMyro
3aBI4cI4T KoJII4qecrBo rrreparlr4it, zurpaurrBaeMbrx Bhrru4cJrI,ITeJIbHbIX pecypcoB, a rarcKe
BpeMs o6pa6orrz u uorpe6lfleuafl. MorrlHocrb.

AKrusuo pitsBr4Btuorcr MiuropecypcHbre (nerxonecurre) nceBAocJryqaftuue

Qynr<qIEu rI rrceBAocry.raftnrre nepecraHoBKr4, AJrr Koropbrx B yrqep6 crofixocrz n
BpeMeHI4 o6pa6omu uuQoprraaquu yryrrruarorc.s [oKirareJrr.r rro surpaqtrBaeMbrM
BbIqI4cJII{TeJIbHbIM pecypcaM v norpe6raerr,roft MorqHocrr4. VIx [orBJreHr4e
[peAo[peAeJleHo BHeApeHpreM 3arrlr4rrldunrrx RFID MeroK, cMapr-Kapr, ycr"poficre IoT u
oneKTpoHHbIx ycrpoftcrs c orpaHlrqeHHbrMr,r anflaparHbrMz pecypcaMvl Ha reryrunft
MoMeHT [peAcraBJleuo 6onee 50 nerxosecHbrx 6ro.rHrrx Kpr4rrrozurropr4TMoB, AecrrKr,r
[oroqHhrx KpI,InroaJIropI4TMoB vr xem-Qyurcquft. rlacrr vB Hlrx rBJrrerct
Me)KAyHapoAHbIMLI vrv Ha\voHaJrbHbrMr,r craHAapraun. I4ncruryr NIST CIIIA 3arrycrvJr
KoHKypc no or6opy v cranplaprvr3arJvrvr JrefKoBecHbrx flceBAoclyvafiurrx Syurquit 1ls,
MulJropecypcuofi eJreKrpoHr4Kt4.

K Sur<czponaHnbrM oneparlLt{M noAcraHoBKLr [peAbrBn-f,ercr oKoJro Aec-f,TKa
rpe6onaHIai1 uanptwryro BJrr,nrroqr4x Ha KprlnrorpaQuuecxylo crofirocrr PRF u PRP. llr
MiulopecypcHblx rlceB.qocJryqaftnrrx Qynr<quft 14 rrceBAocryuafturrx nepecraHoBoK ocrpo
scta0r upo6nenaa 3arrlrrrbr or uo6o.rHbrx KaHiLrroB yreqKr4 cerperuoft unQopuaqzn. 3ro
HaKJIaAbIBaer AorroJrHr{TeJIbHhIe rpe6onaHprfl vt orpaHllrreHnfl Ha rroAcraHoBKI4.

Zccre4onaHl4lo ceoficrs v cr4HTe3y Srlr<cuporaHHbrx froAcraHoBoK HayrrHoe
coo6nlecrBo rlocBl{TIaro 6oree 40 ner (c uonaeura no.rrBJreHrr.rr [epBbrx 6loquux ruaQpon).
HayvHuu KoJIJIeKTI4BoM aBTopoa (llonnr<apuon C.B., Pynrxnqen K.E., KoxesHr,rroe A.A.,
llerpou A.A.) [peAJIo]KeH Hosrrfi KJracc onepaquft noAcraHoBKr,r - [ceBAo-ArrHaMrrrrecKr4e
[oAcraHoBKI{ (PD-sbox). llcen4o-Ar4HaMzqecKr4e rroAcraHoBKpl o6raAaror KaK

cuoficrsaN,Il,I Snr<cnponaHHblx noAcraHoBoK (oruocureJrbHo Hr,r3Krre 3arparbr
BbIrrI4crI,ITeJIbHbIX pecypcon), TaK w csoficrsaNl[ Ar4HaMr{qecKrrx rroAcraHoBoK
(sQQercrranHoe rlporl4BoAeficretae crurtrcrurrrecKlrM MeroAaM Kpr4[ToaHasmsa).
Ynzra-uruue cnoftcraa rrceBAo-AprHaMr4rrecKr4x rroAcraHoBoK rpe6yror AerarrbHbrx
r4ccJreAoBasuit ux Kpr4rrrorpaQuuecxux xapaKTepr{crrrK.

Taxuu o6pa"aou, cQopuynupoBaHHiur aBTopoM rleJrr Ar{cceprarl?roHHbrx



LICCJIeAOBaHVuT - Mr4Hr4Mr,r3arlpur 3aTparrr{BaeMbrx peoypcoB rrporpaMMHoft peanv3a\vvr
Kpl{nrorpaQnvecrrax upeo6pasosaHraia npn o6ecneqeHzr.r 3aAaHHbrx Kptrrrrorpa$uuecxux
cnofictn, [ocpeAcrBona paspa6orKr4 MeroAa cuHTe3a rrceBAo-Ar4HaMr4qecKprx rroAcraHoBoK
Ha ocHoBe ARX-Qyurcqufi, rBJrrercr arryanrHofi uayunoft sa4auefi, cocroarqefi B

paspa6ome I4 I4ccJreAoBaHrru MeroAa cuHTe3a rrceBAo-Ar,rHaMr4rrecKl4x [oAcraHoBoK Ha

ocHoBe ARX-t[yHrqufi, yAoBnerBoprrcuux [rr4poKoMy creKrpy rrporrzBopeqr4Bbrx
rpe6onanufi [o croftrocrw K KpzrrroaHalrur3y Lr 3arparruBaeMhrM pecypcaM rrprd

[porpaMMnofi pea;rn3a\wr Kpr4[TorpaQuuecrux upeo6paso sa:auir.

fuccepralll4oHHble I4ccJreAoBaHurr coorBercrByror nyHKTy 19 <<LIcctteAoBaHr{r B
o6racrpr 6egoracnocru Kpr4rrrorpaQuuecrux aJrropr4TMoB, Kpr4rrrorpaQvvecrux
rIprIMI4TI4BoB, KplrrrrorpaQuvecK[x rrporoKoJroB. 3aulura nnQpacrpyKTypbr o6ecue.reHr4.f,
nplrMeHeHr{r Kpr4rrrorpaQrauecr<rzx MeroAoB) nacrropra HayrrHoft creqzalbHocrr{ 2.3.6.
<MeroArr I{ cl,rcreMbr 3arrlktrbr nn$opvraquu, nuQopMarlr4oHHa.rr 6egonacsocrb)).

llpoanarn3llpoBaHbl cyqecrByroulr4e noAxoAhr K cr4HTe3y vr [pr{MeHeHr{ro

Al4HaMr4rrecKr4x Lr [ceBAo-.qr{HaMr4qecKrrx oneparlufi ro4craHoBKr4.llpunegeubr BbrBoAbr o

ToM, tITo paccMorpeHHbre [oAXoAbI He [o3BoJrrror oAHoBpeMeHHo o6ecnequrr crofir<ocrr,
MIrHLrMr43arIruo 3utpaquBaeMbrx pecypcoB vr cKopocrb nporpaunruofi peaJil43arryrvr

rlceBAocJlyqafiHrrx Qynr<qnfi Ha r4x ocHoBe, conocraBrrMyro c rrceBAocryuafiHrrurz

Qynr<qz.rnau Ha ocHoBe QzrccnpoBaHHbrx rroAcraHoBoK vrrwr r4Hbrx Srar<crapoaaHHbrx
npeo6pasosanuir. B orrl,Irrl4e or gToro MeroA cr4HTe3a rrceBAo-Ar4HaMr4qecKrrx

noAcraHoBoK Ha ocHoBe ARX-QyHrqrafi, rro3BoJr.f,er [oryrrarb upeo6pasoBanr4fl,
yAoBJlerBoptrou[e rpe6onauurM rro Kppr[TorpaQnvecr<ulr csoftcrsaN4, 3arpaqr4BagMbrM
pecypcaM 14 cKopocrr4 nporpaMnruoft peurnr43arlrrr4 Kpr.rnrolpaQrauecr<ux npeo6pa:osaHr4fi.

Paspa6oraHa crpyKTypa32-6mnofi ARX-Qynrcr1rlu, rro3BoruroilIa{ B cocrase PD-
sbox o6ecleql4Tb Kplrrr,rqecKufi rryrr (uarczva-ubHoe KoJrrrqecrBo rrocJleAoBareJrbHbrx

onepaqufi cJrolreHr.rr rro MoAynrc Ztu)"qerhrpe pira MeHbrrre, qeM ARX-npeo6pa^:onauu-a,
TaKI,Ie KaK 8-IzrepaquoHHa.f, 32-6wrruas, Alzette-uoAo6na.s crpyKTypa, vIrr4 8-
I,ITepallr4oHruoe32-6urHoe npeo6pasonaHze Kpr4rrroiuropr4TMa Speck32, rpr4 AByKparHoM
yBerI4rreHI,II4 KoJII{qecrBa orepaqufi v npv coflocraBr4Mrlx MaKcr4MaJIbHbIX 3HaqeHrrrx
B e c oB p a3 H o crHbr x u llu:rreirHbrx xap aKTep r4 crr4 K.

Paopa6oran MeroA cr4HTe3a PD-sbox-ARX, rro3BoJrnorqufi nyrenr ro46opa
rlapaMerpoB ARX-Qynxuzft Mr4Hr,rMrl3r4poBarb KoJrr4r{ecrBo 3urparilBaeMbrx
accervr6lepHblx I4Hcrpyrqwfi Ha oleparltrLr uuKnruqecKoro cABura rrpr4 r4x peuwrsarJnvr Ha

MzulopecypcHblx 8-6zrnux Mr4KpoKoHTpoJrJrepax ceNreficrsa AVR (nanpuuep,
ATmega32SP) u, B orJII4qr,Ie or MeroAa cnyuaftuoro [orrcKa or]rr4MaJrbHbrx napaMerpoB,
[o3BoJltrer cHI43I4Tb KoJII4r{ecrBo coorBercrByrorlt4x accelr6,repur,rx uncrpyr<qraft Ha

23,6yo rlpu nporpamunofi peuu.f,a\uu [ceBAo-ArrHanr[.recKofi rroAcraHoBKr4,

BKrroqarculefi s ceofi cocraB qerrrpe 32-6uru:';'e ARX-$yHKrItur.
llpoaHarrcr4poBaH paapa6otasnrrfi MeroA cr4HTe3a rrcgBAo-Ar{HaMrrqecKr,rx

noAcraHoBoK Ha ocHoBe ARX-Qyur<rlraft (PD-sbox-ARX). CAe,rauu BbrBoAbr o roM, r{ro
MeroA cI4HTe3a PD-sbox-ARX nossoJrrer rroAo6parr [apaMerpbr lls,32-6urHbrx ARX-
QyHr<quft, [pLI Korophrx, B orJruqre or 8-urepau[oHHoro 32-6uruoro upeo6pa3oBaHz.rr

KpI4IIToaJrropr{rMa Speck32, rpe6yerc.a sa I0,60/o MeHbrrre accev6,repHhrx trHcrpyrqufi na
oleparlr4lr rlr4Krr4qecKofo cABr,rra, [pr4 r4x

Mr,rKpoKoHTpo,Tnepax ceMeficrsa AVR,
pit3HocrHoft xaparrepr4crr{KLt panvsrir 2-32
xapaKTepr4crr4Klr 2-13 .

peilJrr43arlr4 14 Ha M anop ecypcHbrx 8 - 6zrsrrx
vr o6ecnequsaerefl MaKcl4Mil,Trurtfi Bec
(err,rnnpzvecxufi sec 2-26) r4 Bec luueftsofi

,{auurte pe3yJrbrarbr orHocrrcr K rr. I 9 uacnopra ctrellua.rrbHocrr{.



B Ka.recrse [paKTr4rrecroft ueHHocrrr aBTop BbrAeJrr4Jr ro, qro npvMeHeHve rrceBAo-

Ar4HaMlrqecKr4x noAcraHoBoK Ha 6ase uo4o6pannrrx ARX-Qyurqufi, o6raAaroulux
auQQepeuquurbHbrMr4 v nprnefinuruz ceoficrsaN4r,r gKBt4BiLJreHTHbrx [o.qcraHoBoK,
aHaJrorr4qHbrM cJryqafiuo cQopMr4poBaHHuu Qur<clrpoBaHHbrM [oAcraHoBKaM rofi xe
pa3MepHocrr{, [o3BoJrrer o6ecne.rzrb Kpnrr{qecruft rryrr (uar<cprMaJrbHoe KorrzqecrBo
rrocJreAoBareJrbHbrx onepaqzft cromeHr4.rr no MoAynro ztu) 

" 
qerbrpe pa3a MeHbure, ueu 8-

r4repaqproHnas, 32-6uryas Alzette-noAo6naf, crpyKTypa, fipr4 AByxKparHoM yBerr4rreHvru

KoJII4rIecrBa onepaquft vr rrpr,r corrocraBlrMbrx MaKcvMarrbHbrx 3HaqeHr4rx BecoB
pa3HocrHbrx u runefiHbrx xapaKTepr4crr{K. llpu auuaparnofi peilrr43aqrrra ARX-QyHKIII4I{

AaHHoe csoftcrso [o3BoJrrer [ponopqvoHarrbHo yMeHbrut4Tb (ao 4 pas) 3aAepx{Ky rrpu
npeo6pasoBaHnvr 6roxos znSopuaquu. [awwl'lc p$yJrbrarbr orHocflTcs.K u.l9 uacuopra
clleur4iulbHocTI{.

K HosHNa HayqHbrM pe3yJrbraraM Ar{cceprarllroHHofi pa6orrr orHocf,Tcr:
Crpyrrypa cuHresuponaHnofi rceBAo-Ar.rnaMz.recKofi onepaqr4r4

[oAcraHoBKr4 Ha ocHoBe ARX-QyuxqrEfi, o6naAarorqa.f, csoficrBaMr.r oKBr4BaJTeHTHbIx

3aMgH, aHilJrorr4qHbrMlr crryqafiHo cQopMr4poBaHHbrM orrepa\vflM noAcraHoBnu rofi xe
pa3MepHocrn (rrynrr 1 9 nacnopra cnequiurnocru).

MeroA cr{Hre3a rrapaMerpoB 32-6urlr'oir ARX-QyHKrIr4r4 nossorsrouufi
rtorytllzTb rrapaMerpbr onepaqwfi u,rKrr,rqecKoro cABrrra, rrpu Koropbrx o6ecnequsaerc.rr
MaKcI,IMiIJmurrfi Bec pa3Hocruofi xapaKTepr4crlrKr,r pauuufi 2-32 (evnrprrecKr4fi sec 2-26)
14 Bec runeftnoft xapaKTepr,rcrr4Klr 2-73 rlrfl pe3ynbrr4pyrcrlero PD-sbox-ARX,
BKrroqarcuefi s csoft cocraB qerbrpe 32-6ursse ARX-QyHKrIr{}r, a rarcKe nogno[sroulufi
MrIHI4Mt43IrpoBarb KoJrlrqecrBo 3arpaqr4BaeMbrx acceu6repHbrx ptHcrpyrqvft Ha oneparlr4r{
rllrKrlrqecKoro cABrrra [pr4 peurklc,arllrra Ha MuropecypcHbrx 8-6ururrx
Mr{KpoKoHTpoJrJrepax ceNreffcrea AVR (uyHrr 1 9 nacuopra crerlr4rLrrnocru).

Pesylrrarrr Ar,rcceprarllroHHbrx raccreAosaHzfi, rocsrq€HHrrx Mr4Hvruu3arJvru

3arparrr4BaeMhrx pecypcoB nporpauvruofi peaJrv3agr Kpr4nrorpaQuuecrnx
npeo6pa:osauzft rrpr4 o6ecneqesnu 3aAaHHbrx Kpr4rrrolpaQuvecrux cBoficrn,
rlocpeAcrBoM paspa6orrn nceBAo-Ar4HaMr4qecKr4x noAcraHoBoK Ha ocHoBe ARX-
Qyuxqzft, cB.rr3aHbr c HayrrHbrM HarrpaBJreHraena raQe4pu ranQopnaauuouuofi 6esoracHocru
TeJreKoMMyHr.rKarlrroHHbrx cprcreM IOOy, qro froATBeplKAeHo coorBercrByroqt4M aKToM o

BHeApeHr,rpr pe3yJrrraron pa6orbr or 16.01 .2024 r. Paspa6oraHo 14 BHeApeHo n yue6nufi
rpoqecc [porpaMMHoe o6ecneqeuze [rfl alnalrvsa Kpr,rnrorpaQzuecr<ux cnoficrs
(auQ$epeHrlr,rrurbnbre cnoficrna, runefiurre cooficroa, arre6pavuecxufi r4MMyHr4Ter,

KoJrr4qecrBo crenenefi ceo6o4u) rrceBAo-Ar4HaMlrqecKr4x olepaqr.rfi no4craHoBKrr Ha

ocHoBe ARX-r<oncrpyr<qufi, aKr BHeApesus,LIKTZB or 04.04.2024 r.
B qerona, Ar4cceprarlvroHHafl pa6ora llpy4Hnrosa B. A. npegcraBJr.f,er co6ofi

ueJrocrHoe r4ccJreAoBaHr,re, BKJrroqaroqee [ocraHoBKy r,r peureHr4e aKTyiurbHofi nayvuoft
gaIlalrw cIlHTe3a I4 I4ccJIeAoBaHLrs, nceBAo-Ar,rHaMr4qecKr4x [oAcraHoBoK Ha ocHoBe ARX-
QyHrcqrafi, yAoBJrerBopmouLtx mprpoKoMy crreKTpy nporr{BopeqrrBbrx rpe6onaHuft uo
croftxocru K Kpt4rrroauiurr{3y pr3urpaszrBaeMbrM pecypcaM npr4 [porpauuuoft pealrruarJuvr
Kpv[TorpaQuuecrux npeobpasosalauil 3ro cBvAereJrbcrByer o 3peJTocrr{ u
eaMocrorreJrbHocrr{ Ar4ccepraHTa KaK HayqHoro pa6oruura.

OcrauasrvBaflcb Ha xapaKTepr4cruKe o6qecreensofi v HayqHo-neAarorr4qecxofi

Ae{TeJIbHocrI4 acrrrlpa:aTa, cJreAyer orMerrdrb, vro llpy.unzKos B. A. sa BpeM.rr pa6orrr ua4

AI,IccepraIIIroHHbrM r.rccJreAoBaHr4eM npo{BprJr ce6s. BbrcoKoKBwtwQw\upoBaHHbrM
cuelll4itrlrlcroM B o6racru rEnQopuaqnonnoft 6eaonacuocru, cnoco6srru K

CAMOCTO.f,TEJIbHbIM I,ICCJIE.UOBAHVJIM.



Cvrataro, qro npeAcraBJreuHalr pa6ora yAoBJrerBoprer rpe6ouauu-ru,
ycraHoBJIeHHbrM lloroNeszeu <O npr4cy)KAenuu yu€nbrx crerreneft s Qe4epanrnona
rocyAapcrBeHHoM aBToHoMHou o6pa":oBareJrbHoM yrrpexAeHurl Bhrcurero o6pasoBanut
<IONurrft $e4epamnufi ynvrnepcr4Ter)), a e€ anrop - llpyaHzron Ba4r,ru Alexcau4poBr4q
3acny)Kl4Baer npl4cyx(AeHr,rlr euy yu€noft creuenv lran4kr4ara rexHr4qecKr{x HayK rro
crelll{iulbHocru 2.3.6 <Mero4rr r.r cprcreMrr 3allr4Tbr r,rHQopuaqulr, zn$opMarluoHHat
6egonacsocrb).

Hayvnrrfi pyKoBoAlrreJrb, AoKTop rexHr{qecKux HayK, rpoQeccop Pyu*rqen
Koncranrzu Eereureruv, 3aB. raQegpoft <ZnQoprraaqnoHHa;r 6esonacHocru
TeJreKoMMyHV KaTII4OHHbIX CtrCTeM)

@e4epamuoe rocyAapcrBeHHoe aBToHoMHoe o6pasonareJrbHoe yqpe>lc4eHr4e

Bbrcrxero o6p asonauz.s <IONnrrfi Q e4epalrnrrfi yHu Bepcr{Ter))
Zncruryr KoMnbrorepHbrx rexHororrafi u uHSopnaaquonnofi 6esonacHocrll
A4pec: 347928, r. Taranpor, yr.r{exona, 2

Ten. 8 (8634) 68-08-90
e-mail : rumy ancev@s f-edu.ru

IP 300-39

llepconalbHiur crpaHprua :

CuequamHocrb: 05.I2.20 <<OurnqecKze cr4creMbr JroKarlkrv\ cBfl3n n o6pa6orru
uuQopuaqraz>.
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