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H a aBTop e 0 ep ar Arlc c eprarlrau fIpyaHI4KoB a B aAral,t a Al e rc aHgp oBl4rr a

BbInoJIHeHHOfi Ha reMy <<cranres r4 r4CCneAOBaHrre fIceBAo-AI4HaMrrqecKI4x rIoAcraHoBoK))

lr rrpeAcrasreHHoft Ha cor4cKaHue yrreHoft crenenz Kalj'I.vr!.affa rexHzrrecKlrx HayK rlo

nayuHofi c[eqrraJrbHocrg.2.3.6 <MeroA6I 14 cl4creMbl3arII4Tu uuQoprr'tarryrvr,

uuQ opuaq vonnafl 6 esortacHo crb )

ArcryalsHo cTb TeM br Ar.rcc epTa rlr{o H H O rO U C CJI eAOB aHI{q

Ouepaquvr 3aMeHbr ulu QraxcupoBaHHble rloAcraHoBrcu sbox -flBrtrorct ocHoBHbIM

nenunefrnbrM gJreMeHToM Anr MHoxecrBa coBpeMeHHbIX rlceBgoclyuafiurrx Qyurcqufi

(pseudo Random Function - PRF) 14 rceBAocryuaftHux repecraHonor< (Pseudo Random

iermutation - PRP), Koropbre f,BJrrrorcr 6agosHM sJIeMeHToM Jlofl4qecKofi saulzTbr

uu(popuaqvvr. B rlnQoptraqrroHHbrx clrcreMax. llo4 reprrll4HoM ((noAcraHonrca> (sbox,

salreua) [oApa3yMeBaeTcr KaK B3arrMHO OAHO3HaTIHOe, TaK I4 He B3aI{MHO OAHO3HaTIHOe

upeo6pasoBaHr{e m-6u:rnoro coo6ueHkrs. Ha BXoAe e n-6urHoe coo6ueHlre Ha BbIXoAe'

rAe n He BcerAa paBHo m.

Helunefisocrb rroAcraHoBoK Harrp.rlMyro BJrr4rer Ha cJloll(Hocrb KpI4nroaHaJIIr3a

rrceBAocny.raftH51x QynrcqrEft 14 rrceBAocryvafiuux [epecraHoBoK, ollepaqlrl4 3aMeHbI

rBJrrroTgt OAHI4M LI3 sau6olee pecypcOeuxzx sJIeMeHToB ilpu nporpaulrHofi vr;tv1

arnaparHofi. peatvzaqur.r. Tar xar< PRF u PRP crpoqrc-fl no I4reparzsuofi cxene (Alx

,UoCTr{XeHil.f, 3aAaHHorO ypoBHt cyntvrapuofi nelusefinoCru npeo6pasOnaHu'a), oT

nenuuefisrrx csoficrn QurcupoBaHHbrx rroAcraHoBoK HarlptMyro 3aBI4CI4T KOTI4TIeCTBO

vnepagui4,3aTpaql4BaeMblx BbIr{ucIuTeJIbHbIX pecypcoB, a TaK)I(e BpeMfl o6pa6orxra n

norpe6ueMat MoulHocrb.
K QuncuponaHHbrM onepautrflrvl rrOICTaFIOBl(I,t npeAbtBntleTc't oKoJlo AecflTKa

rpe6onanuft, HanprMyro Brusrorrr{x Ha l(punrorpaSrauecxyro croiixocrl PRF u PRP. l,'lx
ManopecypcHbrx [ceBAocny.rafiHrrx QyHxrlzii u uceBAoclyvafi Hrrx [epecraHoBoK ocrpo

ecraer ,rpo6naru 3aurrrbr or no6oqsux KaHaJIoB yrerIKI4 cerpernofi I'IHQopuaquu' 3ro

HaKJIaAbIBaer AorroJIHr{TeJIbHrIe rpe6onanng. vt ofpaHl4rreHvrfl' Ha [oAcraHoBKI{'

Arryalrsocrr uccle4onauufi 3aKrroqaercfl B ToM, qro npo6neua cI4HTe3a

rroAcTaHoBoK, yAoBneTBopqrcull4x IIII4pOKOMy CneKTpy B3aI4MOI4CKJIIOqaTIII4X

rpe6oBaHr4fi, rBJrrerclr 6agoeofi uprl cl4Hre3e eQQerrunnHx PRF u PRP.

ila""Aoanyuafiurre Synrqzu, pa6orarollr{e B per(uMe c'rerquKa c ayrenrraQrarauueft

fanya (Authenticated Encryption with Associated Data - AEAD), B 6orsurzHcree

cnyqaeB cnoco6nrr 3aMeHr4Tb coBpeMeHHrre 6roqurre ruz$prr, HaIIpI'IMep, B rlporoKoJlax

SSff v TLS, a TaK)I(e OpenVPN, raK KaK o6laAarcr 6o'ree sstcorcoii

rrpoI43BOAIITenbHOcTbtO vlv.ttu MeHblII4M norpe6leul'leM pecypcoB npl{ nporpauuHclti

peanr.I3alluz. OAgaro npr{MeHeHr{e [ceBAo-Ar.IHaMHr{ecI(I4x rIoAcraHoBoK rlpl4 cl4HTe3e

PRF noTeHur{aJrbHo cloco6uo o6ecneqzrl ycrofrq[BocTb K KpV nTOaHanI43y

IlpeBocxoAqnlYrcaHaJIofI4,IIpI4coxpa$eH]1|,1i-conocTaBI4MbIX3aTpaTaXpecypcoBnpu
flporpaMMHofi pearv3arJr4hl. CreAosareJlbHo, crIHTe3 v rIccJIeAoBaHI49 rIceBAo-

Ar{HaMr4rrecKr4x roAcraHoBoK flBn.flerct aKTyanbHofi reruofi u [peAcraBJl{er uayuHufi u

upalcruqecrufi nurePec'

oueura AocToBepHocTr{ IloryqeHHblx pe3yJIbTaTOB rr H0BI{3HbI

ArrccepraIIIroHHOfO lrccJIeAoB aH*rfl

,{ocronepHocTb pe3ynbTaToB v o6ocnoeaHHocTb HayrIHbIX uoloxeHufi,

pe3yJrbTaToB vr ocHoBHbrx BbrBoAoB AI4CCepTaIIUOsnOfi pa6oru IIoATBepxIaeTcfl



cxoAI,IMocrbro vcxoAHo[ flzrlore3bI c pe3ynbrarav^r orrbrrHo-gKcnepr,rMeHTaJrbH6rx
.qaHHbIX, a rarcKe crpofocrblo npr4MeHreMofo MareMarr4qecKofo allnapara.

Hay.uran HoBu3Ha cocrorrr B cneAyroueM:
1. Paspa6oraHa crpyKTypa rceBAo-ArrHaMzqecKofi onepaquu rroAcraHoBKv Ha

ocHoBe ARX-Qyuxqufi, o6raAatorua.s csoficrsaN4r4 oKBr4BaJreHTHbrx 3aMeH,
aHaJIorrIqHbrMIr cnyuafiuo c$opvrupoBaHHbrM oneparlr4qM noAcraHoBKr4 roil r(e
pirMepHocrz (uynrcr 19 nacnopra cnerlr4alrnocrz).

2. Paspa6oran vr uccJIeAoBaH MeroA cLrHTe3a napaMerpoB 32-6ursofr ARX-
$ynrcquu, no3BoJltlorqufi nonyqvrb lapaMerpbr onepaqufi rlr4KJrr4qecKoro crBt4 ra, rpr4
Koropblx o6ecne'Izsaerc\ MaKcuManruufi Bec pa3Hocrsofi xapaKTepvcrvKkr, panuufi
2-32 (elruzpzvecrufi Bec 2-26), v Bec ruueftuofi xapaKTepr4 crvrKvr z-i3 rnfl
pe3ynbrl4pyroqero PD-sbox-ARX, BKrroqaroqefi s csofi cocraB qerbrpe 32-6vruue
ARX-QyuKI\vrv\ a raK)I(e flo3BoJrttoulvtir rrttuMkt3r4poBarb KoJrr4qecrBo 3arpaqr4BaeMbrx
accervl6lepHblx rlHcrpyr<qrzfi Ha oneparlnLr rJkrKlrprrrecKoro cABvra ilptr peartulriarJrrvr Ha
ManopecypcHblx 8-6zrurrx Ml4KpoKoHrpoJrnepax ceMeftcrea AVR (nynxr 19 nacuopra
cleqrraJrbHocrz).

Teoperuu ec Kaq 3 H arr rr Mo crb [oryr{eH Hbrx p e3yJr braroB
Teoperz'recxax 3Harll4Mocrb pe3yirbraroB r4ccJreAoBaHr4r cocror4T B pa3BLrrrrLr

nepcrIeKTI4BHOfO HayrrHofo HarIpaBJIeHur-f cI4HTe3a 14 rrpuMeHeHl4r nceBAO-Ar4HaMr4qecKHX
froAcraHoBoK Ha ocHoBe ARX-Qyuxuzfi, yAoBnerBopqrcuux ilupoKoMy cnempy
[porI4BopeqLIBbIX tpe6onauzft ro crofixocrz K Kpr4nroaHanv3y v 3arpaqr4BaeMbtM
pecypcaM npv lporpavuuoZ peanu3aql{I4 Kpl{nrorpaQrauecrcr,rx npeo6pasoeaHr.til,

lparcruvecKas rIeH H ocrb rr oJry qeHHr,rx pe3yJrbraroB
llpuueHeul4e rIceBAo-AI'IHaMr4qecKvx noAcraHoBoK Ha 6ase lolo6pauuux ARX-

Syuxqvfi, o6la4aroqzx az$QeperulvanbHBrMrz Lr ruasefinuvrz csoftcrsar4z
SKBIIBaJIeHTHrIX [oAcraHoBoK, aHarort4rrHbrMr4 clyuafiHo cQopvrrapoBaHHbrM

QurcuponaHHbIM rIoAcraHoBKaM roft xe pa3MepHocrr4, rro3BoJrrer o6ecue.rr4rr
rpzrzvecrzfi flyrb (tr,taxczualruoe KoJrr4qecrBo rrocJreAoBareJrrHbrx ouepaqzft
cJIolKeHLIt IIo MoAynro 2'\ B qerblpe pa3a MeHbrrre, qeM 8-rarepaqnoHHar 32-6vruas
Alzette-no4o6uas. crpyKTypa, \pv rByxKparHoM yBenr4qeHkrr4 KoJrvqecrB a oneparyufi u
rtpu colocraBI4MBIX MaKcI4MaJrbHbrx 3HarreHl,If,x BecoB pa3HocrHbrx t4 lusefiurrx
xapaKrepvcrl4K. llpz annaparuofi peanv3a\vLr ARX-ftyHKrIr4tr AaHHoe ceoficreo
no3BoJlter npolopuvoHaJlbHo yMeHbrxr4Tb (ao 4 paz) 3aAepx(Ky npu rpeo6pa3oaaHr4H
6roKos znQoptraquz.

fly6"rr urca qr{H, orp a?rca rc uln e o c H oB H o e c oA e p?r(a H H e A H c c e pr a rI H H

OcHosHHe nono)KeHl4t Alrccepraur4t4 orry6rzxosaFnr s 11 HayqHbrx [er]arHbrx
pa6orax, B ToM qr4cJre: 5 - n ne4yrrlux peqeH3LrpyeMbrx HayrrHbrx )KypHaJrax, BxoAnrltrx B

repeqeHb BAK P@ (rz: sux I Kareropl4l4 Kl rz RSCI, 4 rareropuvrK2),6 - s Nratepkranax
KoH$epeHIII4ft 14 Apyrl4x v31aHnflx. floryveuo cBr4AereJrbcrBo o rocyAapcrseHHofi
perr4crparlr4r4 rrporpaMMbr Anr 3BM.

3arrle.IaHuq rl peKoMeHAaIInu
1. B reKcre anropeQepara orcyrcrByer Kpt4rrrorpaQuuecxoe orpeAeneHr4e

TepMr{Ha <3xsraBareHTHar 3aMeHa).
2. LIs reKcra aerope$epara cJIeAye! rrro ananv3 norpe6rxeuux pecypcoB

cQorycupoBaH roJIbKo Ha lrHcrpyKrlvrflx 1rrfl ROL (qvxnvqecKoro c4nrzra). Hecuorp.r ua



To, qro 9To Ball(Huft QarroP Atts MI,IKpoKoHTpoJrJrepoB apxr4TeKTypu AVR, rrojTHat
oIIeHKa KoJIZrrecrBa I4crIoJrb3yeMbIX rrHcrpyKrlrafi 4ol>xHa BKJ[oqarb pr npyfLre onepaur4r4
(ADD, XOR). llocle4uee He HarrrJro orpalxeHrre B reKcre.

Hecnaorpa Ha orMeqeHHble 3aMerlaHr.rr, cyrfl rro anrope$epary, AarcceprarJr4fl
BbIrIoJIHeHa Ha rpe6yervroru HayqHo-TexHvqecKoM ypoBHe r{ coorBercrnyer uayuHofi
cneq[aJlBHocru 2.3.6 <Meto4sr 14 cl{creMbl 3arrlr4rBr zn$oprvraqzz, ranQopruq"t""*
6esouacHocrr).

[zccepraqzx lIpyAHI4KoBa Ba4zlta Anercan4poBvqa <CnHres r4 rrccJreAoBaHr{e
[ceBAo-AI4HaMI4qecKI{x rloAcraHoBoo) yAoBJlerBopxer rpe6oBaHrr_f,M, ycraHoBJIeHHbrM
llolox<euuelt <o rpvcyxAenuu yu€Hbrx crerreHeft n QegepaJrbHoM rocyAapcrBeHHoM
aBToHoMHoM o6pasonareJlbHoM yqpex{AeHr4r4 Bbrcr[ero o6pasonanzl <IOx<urrfi
QeAepanrHrrft yHrrBepcl4rer)) (e 4eficrnyroqeft peAaKqr4r4) ; rper6rBJrreMbrM K
Al4cceprallvtsM Ha coI4cKaHI'Ie yueuoft crerleHlr KaHAr4Aara HayK, a aBTop, llpyluuxon
Ba4zu Alercan4poBl4q, 3acJlyx{t4Baer rrpvtcBogHr4q evy yu€nofi creneHr4 KaHAr4Aara
TexHI4qecKI4x HayK IIo cneuuanbHocrl,I 2.3.6 <MeroAH 14 cr4cTcMbr 3aurljt.bl
zuQoprr,raquz, zuQopMauv oHHa.fl 6esonacHo crb )), TexHuqe c Kae H ay Kr4.

Jlererurus orer Mzxafiroer4rr, AoKrop rexHr4qecKr4x HayK, AorIeHT.
Pocczficxzft rocyAapcrseHHrrft rr{ApoMereopo orlrqecxuft yHr{Bepcr4r(
r<aQ e4p rr ran Q oprraaqv oHHErx rexHoJr of r4fi z cu creu 6eg ouacno crz
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