
or3brB o@rIuI4AJIbHOrO OilIOHEHTA
Ha Ar4ccepraulroHHyro pa6ory llpy.uHurona Ba4uvra AlercanApoBllrla Ha reMy <<Crnres

lr rrccJre.rloBaHlre nceBAo-ArrHaM[qecK[x noAcTaHoBoK>>, [peAcTaBJIeHHyIO Ha

covcKaHr4e yu€nof cre[eHlr KaHAvAara rexHl4rlecK[x HayK rlo cleIII4tlJIbHocrI'I 2.3.6

<MeroAu rlr crlcreMbr 3aulr,rrbr ranSopuaqnu, nuQopMaul4oHHa.f, 6egouaurocrr>>

1. Arrya.nbHocrb reMbl AnccepralllronHoro nccJreAoB antrfl
Ouepaquz 3aMeHbr nlz Surccr4poBaHHbre rIoAcraHoBKI,I sbox ssrsrorct ocHoBHbIM

neluneftnbrM gJreMeHToM AJrr MHoxecrBa coBpeMeHHbrx nceB4ocnyvaftnux QyHrqnft
(Pseudo Random Function - PRF) r4 rceBAocryuafiHrtx repecraHonor (Pseudo Random

Permutation - PRP), Koropbre rBJrrrorc.f, 6a:osrrNa gJIeMeHroM rorl4qecKofi galllutrr

unQop1aaqvw B r,rHsopuaquoHHbrx crdcreMax. llo4 repnallHoM ((noAcraHoma>> (sbox,

saueua) [oAptr3yMeBaercfl KaK B3ar,rMHo oAHo3HaqHoe, TaK 14 He B3aI,IMHO oAHo3HaqHoe

upeo6pasoBaHpre m-6rarHoro coo6uleHvflHaBXoAe s n-6urHoe coo6qeuveHa BbIxoAe, rAe

n He BcerAa paBHo m.
HeluuefiHocrb rroAcraHoBoK HarrprMyro BJII4ter Ha cJloxtuocrb Kpt4rlToaHiurl43a

flceBAocJry.rafiHux $yHrur,rft u [ceBAocry.rafinrrx [epecraHoBoK, orrepaqlll4 3aMeHbI

rBJrrrorcr oAHr,rM Lrs naz6olee pecypcoeur<ux gJIeMeHToB [pI4 nporpauuuoft rrlrLr

anraparHoft peurusaqzn. Tax rar PRF u PRP crpo.tlrcfl no LlreparrsHofi cxenae (4lI

AocrrDKeHrlr 3aAaHHoro ypoBHr cyrrauapnofi nelunefinocrn upeo6pasonauut), or
nenuHefiHrrx csoficrn (pzrcnpoBaHHbrx [oAcraHoBoK HarlptMyrc 3aBI4cI'IT KoJII4rIecrBo

urepa-qnit, 3arparrr4BaeM6rx Bbrqucrr4TeJlbHblx pecypcoB, a raKxe BpeMt o6pa6orr<u n

notpe6nreMilI MolrlHocrb.
K Qzr<cuponaHHbrM oneparlrlrM [oAcraHoBKI4 rlpeAstBJlfrercfl. oKoJIo AecflTKa

rpe6onaHnft, nauprnayro Bnv*oulrx Ha KpplnrorpaQlrrecryro crofirocrr PRF ra PRP. '{u
MilropecypcHbrx rrceBAocJryqafinrrx Synrqufi u rceBAoclyrafinrrx nepecraHoBoK ocrpo

scra€r npo6neua 3arrlr4Tbr or no6oqsbrx KaHzuIoB yreqKl{ cerperHofi zu$opuaquz. 3ro
HaKJraAbrBaer Ao[oJrHIlTeJrbHbre rpe6ooaur4fl,Lr orpaHl4qeHvlirra [oAcraHoBKI4.

Arryalrnocrr uccle4onaHnft 3aKJlroqaerct B ToM, qro npo6nerr,ra cI4HTe3a

rroAcTaHoBoK, yAoBneTBop.rrrcrlr4x rrrl{poKoMy cneKTpy B3apIMOI{CKJIIOqaIOU[X

rpe6onanufi, f,BJrrercr 6asosofi rpLI cl4Hre3e e$SercrranHrrx PRF u PRP.

[.."AocnyuaftHne Qynxqun, pa6oraroulr4e B pexlaNae c.{€rrILIKa c ayreHTl4Snraqnefi

fanya (Authenticated Encryption with Associated Data - AEAD), s 6omuuHcrBe

cryqaeB cnoco6nrr 3aMeHr,rrb coBpeMeHurre 6roqnrre url,t$pbr, Halpl4Mep, B nporoKoJlax

SSH v TLS, a raKxe OpenVPN, raK KaK o6naAaror 6olee eHcoKofi

rrporr3BoAr{TeJrbHocrbto u/uttu MeHbrrrLIM uorpe6leru4eM pecypcoB upI'I nporparunauofi

pealrr{3arluu. OAHaro [plrMeHeHr,re nceBAo-AVHaMI{tIecKI,IX rIoAcraHoBoK flpv cI{HTe3e

PP.F rroreHrllranbHo cnoco6no o6ecne.rl4rr yctoftvnnocrr K KpI'IrIToaHaJII43y

[peBocxoAfiruyrc aHarroru, IIpu coxpalJelJkrl.4, co[ocTaBI4MbIX 3aTpaTaX pecypcoB IIppI

nporparuuuofi peaJru3arl[[. CreAosareJlbHo, cLIHTe3 v LIccJIeAoBaHI,Ie nceBAo-

Ar{HaMr4rrecKux [oAcraHoBoK rBJr{erc{ aKTy€ulbHoft revofi u npeAcraBJlrer nayuurrfi n

[paKTl4qecr<uft uHrepec.

2. Oqenrca AocroBepHocrlr noryrleHnblx pe3yJrbraroB n

ArrccepTallrroHHof o HccJreAoB aIIilfl
HOBII3HbI

flocrorepHocrb pe3yJlbraroB Lr o6ocnosaHHocrb HayrrHbIX uoroxeHl4r,
p6yJrbraroB vr ocHoBHbrx BbrBoAoB At4ccepralluonuoft pa6orrt lroATBepxAaercfr

cxoALrMocrbro ncxoAnoft rrrrrore3br c pe3yJlbraraMl4 orIhITHo-3Kc[epI'IMeHTaJIbHbIx

AaHHbIX, a TarcKe CTpOIOCTbTO ilpr4MeHreMofo MaTeMaTfiqecKofo aflnapaTa.



Hayunan IroBIr3Ira QocroI{T B cJleAyroueM:

1. Pa:pa6oraHa crpyKrypa rceBAo-Ar,rHaMrllecKofi onepalll4v noAcraHoBKI4 Ha

ocHoBe ARX-Qynrquft, o6laAaroula.r csoficrsaN,I[ SKBI4BaJIeHTHrIx 3aMeH,

aHaJrorr4qHbrMr,r clyuafiuo cQoprranpoBaHHblM onepallrttM noAcraHoBKu rofi r(e

pa3MepHocrn (rrynrr 19 nacnopra crleul4iulrnocrH).
2. Paspa6oraH v vccre1oBaH MeroA cLIHre3a rlapaMerpoB 32'6ur:aoir ARX-

QyHrrlnn, [o3BoJrrK)qufi nonyr{raTb flapaMerpbl onepaqufi UI4KrI,IrrecKoro cABI{ra, [pI4

Koropbrx o6ecuequraercr MaKcltMrulurrrfi Bec pa3Hocrnofi xapaKTepl4crplKrr, panurtft

Z-sz (euurapH.recrnfi Bec 2-26), Lr Bec maueftnofi xapaKTep[crllKt4 2-L3 rilfl
pe3ynbrrpyrcqero PD-sbox-ARX, erlroqaroulefi n cnofi cocraB qerblpe 32-6urnse
ARX-0ynKrIr{tr, a rarcKe rro3BoJrrrotrytit tvturtuMll3lapoBarb KoJII4qecrBo 3arpaql4BaeMblx

accervr6lepHbrx r4Hcrpyrqzfi Ha orrepaqr4v rJvrwrul.IecKoro cABvra ilpv peanu3al\Lrv Ha

M{rrropecypcHbrx 8-6nruux MlrKpoKoHrpoJlJlepax ceN4eficrsa AVR (nyHrr 19 uacnopra

crerlvanbHocrn).
Teopern.recKafl 3HaqrrMocrb pe3yJrbraroB I4ccJIeAoBaHLLf, cocrol,IT B pil3Brrruvr

nepcrreKTr4BHofo HayqHoro Ha[paBJreHI,I{ CI,IHTe3a I'I UpIIMeHeHUt [CeBAO-At4HaMI',IqeCKI4X

[oAcraHoBoK Ha ocHoBe aRX-Qynrqnft, yAoBnerBop.trculrx tullpoKoMy cueKTpy

rrporr{Bopeqr4Bbrx rpe6onauufi uo croftrcocru K Kpt4rlToaHurv3y vI 3arpaquBaeMblM

pecypcaM npr4 rporpauunofi peaJrr,r3arlllpl Kpl4[Torpa$n.recrrax npeo6parosaHl'Ift.

llpatcrn.recKafl IIeHHocrb pa6orrt :

llpnueHerue nceBAo-Ar4HaMr{rrecKrrx [oAcraHoBoK Ha 6a"se noAo6pauurtx ARX-

Synxqrafi, o6laAaroqnx 4ra$SepenqpIaJIbHbIMI4 14 ltuuefiHrruu csoficrnaNll4

gKBprBiIJreHTHbrx noAcraHoBoK, aHzuIorI4uHbIMt4 cnyuafiHo c$opnaupoBaHHblM

Qzr<cuponaHHbrM noAcraHoBKaM rofi )Ke pirMepHocrl4, tlo3BoJlter o6ecne'Izrr

Kpr4Tr,rqecKnfi nyrr (naaxcHl,ra-nbuoe KoJIrIqecrBo IIocJIeAoBareJIbHbIx ouepaqnfi cJIox(eHI4t

ro MoAyJrrc 2t6) B qerbrpe pa3a MeHbrrre, rIeM 8-urepaqzoHHaf, 32-6wruas. Alzette-

noAo6gas crpyKTypa, trpu AByxKparHoM yBeJI[rIeHIlId KorllqecrBa o[epallvrft u npvt

corlocTaBprMbrx MaKcI{M€UIbHbrx 3HarleHlltx BecoB piBHocTHbIx vt lznefinrrx
xapaKrepvcrr4K. llpn annaparnofi peanr4sarltrv ARX-SyuKIII4I{ AaHHoe csoftcrso

rro3BoJrrer rrpoilopquoHaJrbHo yMeHbIIrI4rb (ao 4 pas) 3aAepxffiy rlpt4 rrpeo6pasonanzz

6roros uuQoprraaqnn.

3. Oqenra coAepxaHlrfl Alrcceprarl[[, crerleHlr ed sanepur6nHocrlrt

noATBeplnAeHrre ny6.nurcaqnfi anropa
Co4epNarue r{ crpyKrypa Ar.rccepraurarz llpyaru{KoBa B. A. coorBercrByrcr reMe,

rIeJrrM r,r 3aAaqaM ilccJreAoBayw.. [uccepraqut HauvcaHa Ha pyccKoM fl3blKe' cocrot4T I43

BBeAeHI,rt, Tpex rJIaB, 3aKJIIoqeHLIt, c[I4cKa Llc[onb3yeMbrx LIcTotIHLIKoB vl3 7 |
HalrMeHoBa1qrfr,rrflpr4JroxeHras. llolnrrfi o6t€rra AHccepraIIuI4 cocraBnser 133 crpaHullbl

(n rou qr4cre ilpLrJroxeHns - 7 crpaunq), BKrloqat 31 pucynor,2S ra1mttl Crpyrrypa

A[cceprarlr4rr JrorrrqHafi, pLtcyHKI,I 14 ra6ruaqrr oQoprulenu B coorBercrBt4I4 co

craHAaprarur,I |OCT.
Bo sseAenun o6ocHoBbrBaercr aKTytubHocrb reMbl, Qoptuylltpyrorct HayqHat

3a[a'qa r4ccneAoBaHur, oupeAeJrrrorcr o6terr u npeAMer I4ccneAoBaunfl,, npaKTl4qecKat

TI9HHOCTb 14 lHAylqlilAfr, HOBfi3Ha pe3yJIbTaToB, I'rcilaraloTc,I HayqHble fIoJIolICeHI',It,

BbrABlrraeMble Ha 3aIrII4Ty.

B nepnoft rraBe coAepxr4Tcr alc'aru3 cylqecrBytout4x rIoAxoAoB K crrHTe3y

nceBAo-AprHaMr4qecKr4x orreparll,Ifi no4cranoBKtl. llpuno4Iarcfl, a;naJrur3 cLIHTe3a onepaqraft

[oAcraHoBKr,r, KaK ocHoBHoro nerunefinoro gJIeMeHTa coBpeMeHHbIX 6no'rHrrx run(ppor n



rrceBAocJryrrafiHbrx Synnqufi. .{a€rcr orrplcaHfie crpyKTypbl uceBAo-At4naNaIa'recroft

onepaqwr rroAcraHoBrn PD-sbox, fluHeftHsrir u auQQepenqualrurrft Kpl4nroaHanug PD-

sbox Ha ocHoBe Qzr<cnponaHHbrx onepaqufi rloAcraHoBlcI,t. llpe4craBJreHo orII4caHI'Ie

MeroAa aBToMarr43r4poBaHHoro flot,tcKa KpllrlTorpaQzvecrux xapaKTepl4crl4K c
prcrorrb3oBaHrreM SMT peurareJretrr u 6u6tI,IoreKLI CASCADA. llpuneAeHbl BbIBoAbI o

TOM, qTO CyllleoTByroulve rroAxoAbr K crrHTe3y I4 IIplIMeHeHlIIO AI,IHaMVqeCKI4X Onepa\Uit

rIoAcraHoBKr{ He rro3BoJrtror oAHoBpeMeHHo o6ecne.Iurr crofirocrr, MI,IHLIMII3aIILIK)

3arpaqvBaeMbrx peoypcoB r.r cKopocrb nporpauuuoft peaJruBa\r4l4 [ceBAoclyuafinrrx

Qynrunft Ha r4x ocHoBe, conocraBrlMyro c [ceBAocJly.rafiHrrrlz tpyHrqLt-sNau Ha ocHoBe

QuxczponagH6rx [oAcraHoBoK. B cBfl3pr c oTLIM QI,IHTe3 [ceBAo-AI4HaMI,ItIecKI'Ix

[oAcTaHoBoK, yAoBJreTBopflrorqllx B3avMol4cKrroqarcUl4M rpe6onauuxMll, B qacTHocTI4

4raQ$epenqvrurbHbrM xapaKrepr,rcrr4KaM, He ycry[arcrqzu SrarcupoBaHHblM orlepaqntM

noAcraHoBru rofi xe pa3MepHocrpr, f,Br.flerct aKTyaJIbHoft npo6neuofi. PesyJlbraroM

rB;1f,ercr rrocraHoBKa o6qeft uayuuofi 3a1a,uv fi Qopuynuponra qacrHblx 3aAaq

AracceprallltoHHblx ucclegooannfi .

Bo nropofi rJraBe coAep)Ktrrcr onrrcaHl,Ie cvHTe3a crpyKTypbl rIceBAo-

4HHauHuecrofi orepaqrrr4 roAcraHoBKI,I Ha ocHoBe ARX-SyHrIInft. I4ccrelror,anufl'

AeMoHcrpvrpyror, rrro o6reAunenze ARX-Synrcqurft, I,IMerouItIx orKpoBeHHo cla6rre
KptrrrrolpaSuuecrue cnoftcrna, B crpyKrypy nceBAo-Al4naMu.recrofi noAcraHoBKLI

tlo3BoJlrer [oryrlarb ceoftcrsa gKBI,IBilIeHTHbIx rloAcraHoBor, 6nusrrre K csoficrsal'I

cnyvafino cQoprvrupoBaHHbrx [oAcraHoBoK aHrulorzqHofi pa3MepHocrz. PD-sbox-ARX

coAepxrrT npocTbre o[eparlrrr4 r,r I,rMeeT 3aJIOXeHHbIe BO3MOXHOCTI{ IIapaJIneJll'I3aIryI4

o6pa6omz AaHHbrx, qro ro3Bonrer Aenarr eQQerrnBHbIe rlporpaMMHble v arnaparHble

peaJrr,r3aUl4 v Infl. pa3nl,IqHblx np o I1ecc op o B I4 an[ap aTHbIx un arQ op u.
llpe4roNeH MeroA cvHre3a rceBAo-AIlHaMI{rIecKofi QyHrqzra PD-sbox-ARX-32,

roropuft rrosBoJurer [oryqarb PD-sbox-ARX c Aocraro.rHo 6rusKraMu K 8-payu,{onrtu

npeo6pasoBaHr4qM Speck32 ra miniAlzette32 KplanrorpaQnuecrznaz cnoficrsauu. IIpII
cr{Hre3e 100 PD-sbox-ARX 73 yapwarura uMeJIv Bec pa3HocrHhrx xapaKrepucrvK Wd
panHufi 32 urrec luHefturrx xapaKrepllcruxWl, panHltft 13 u 14.

B rperreft rrase [pvBeAeHbr p$yJrbrarbl I4ccJIe4oBanvfl.4z$QepeuquaJlsHblx I'I

luHeftHnx xapaKrepr4crlrK PRF pCollapserARX, I4crloJlb3yt CASCADA.
flpoananrcLrpoBaH MeroA ct4Hre3a PD-sbox-ARX. CAelasrt BbIBoAbI o roM, qro

uogo6paHHax crpyKrypa 32-6nrnotrr ARX-QyuKutIrI B cocraBe PD-sbox rlo3Borlter

o6ecnequrr rpuu,ruecrcuft rryrb (uarczualruoe KoJII4rrecrBo nocJIeAoBareJIbHbIx

onepaqrafi cJrolKeHr.rr rro MoAynw 276) B rrerblpe pa3a MeHbIIre, qeM 8-urepaqzolauas.32'

6ursas, Alzette-uo^o6yas, crpyKTypa, rIpI{ AByxKparHoM yBeJII4tIeHI4I4 KoJlvqecrBa

onepaqnfi 14 rrpu co[ocraBr4Mbrx MaKcI4MaJIbHhrx 3HaqeHutx BecoB pa3HocrHblx vr

ruauefi nrrx xap aKTepI,IcrI,IK.

AHarorz.ruuft pesynbrar noJryrraerct rIpI4 cpaBHe:rtvrlI32-6urle'oit ARX-QyuKulILl

c 8-rareparlproHHrrM 32-6vrc:nsttrt npeo6pa^aoBan[eM v3 6ro.rHoro Kpl{nroiuropnrMa

Speck32. llpu annaparnofi pearr,r3auuu ARX-SyHKIIHLI AaHHoe csoficrso rlo3BoJlf,er

rpouoprlr4oHrurbHo yMeHBrrrr,rrb (lo 4 pas) 3aAep)KKy rpu rpeo6pa:oraruu 6rottos

uHQopnraqraz.
flpe4loxeunrrfi MeroA cr4Hre3a rrapaMerpon32-6ur:nofi ARX-QyHKIIuz rlo3BoJlter

noJryqr,rrb napaMerpbr onepaqzfi rlt4KrlrtlecKoro cABI,Ira, rrpv Koropblx o6ecne'IunaerQfl

MaKcr,rMirrrrnrrfi 
".a 

p*roauroft xapaKTepucrl4Kl4 panurtfi 2-32 (etnnupwrecKvrii sec 2-26)

vr Bec rnnefiHofi xapaKrepr,rcrr{Kr4 2-L3 AJII pe3ynbrplpyrcqero PD-sbox-ARX,

s1rroqarc111efi B csofi eocraB qerbrpe 32-6uruse ARX-SyHKrII4I4. ConocrasuMble



pa3HocTHbI e 14 IrvHefrIHbIe XapaKTepI4cTI4KI{ I'IMercT 8-urepaquoHHble 32-6ursas' Alzette-

noAo6nas crpyKrypa vI 8-larepaUraoHHoe 32'6urnoe upeo6pasoBaHl'Ie v3 6loquoro

Kpr,Irrro aJIroPIlrMa SPe ck3 2.

flpeAno^."""rfi vrero4 crrHre3a rlapaMerpos32-6vrtnofi ARX-QyHKIII',IU no3BOJIter

MrrHr4Mrr3rrpoBarb KorrlqecrBo 3arpaql4BaeMblx acceu6lepHblx I{Hcrpyr<qufi Ha o[epaIII4LI

rIrlKILIqeCKOro CABI,ITa rtpu peiUII43aIIIlI4 HA MtuIOpeCypCHbIx 8-6urnrtx

MrrKpoKoHrponrrepax ceueft crna AVR (nanpnuep, ATmega3 2 8P).

B saICJIIoqeHIrII Soprr,rynupyloTct BbIBoAbI, ocHoBHbIe pe3yJlbTaTrt pa6orrt ra

peKoMeHAAuJjId.

B npIIJIo?KeII[qx ilpLIBOAtTcff aKTbI o BHeApeHI4v pe3yJIbTaTOB AI,IccepTaIIuOHHOll

pa6orrr, a raKxe cBr4AereJrbcrBo o rocyAapcreeHHoft perlrcrpallul4 rlpolpaMMbl AJIfl 3BM'

[ucaepTarluff flBrrfl,eTcfl saeepurennHu HayqHo-uccJIeAoBaTeJIbCKI4M TpyAoM'

3agauu,frocraBJreHHbre aBTOpOM, peureHbr IIOJIHOCTbIO, IIeJIb I4ccJreAoBaHI{rI AOCTLITHyTa'

ocnosHrre [oJroxeHr4fl Ar4ccepTa\ilv ony6luttoBaHbl n 11 uayIIHbIX [eqaTHbIX

pa6orax, B ToM rrr4cre: 5 - n ne4yrrlr4x peqeH3upyeMblx HayqHbIX )KypHtulax' BxoAtIIII{x B

.r.p.u.rr" BAK PiD (us uux 1 Kareroplll4 Kl ra RSCI, 4 rareropnuK2),6 - s l\aateprilIax

roHQepeHqufi vI Apyrl4x ^"Au 
t"i. llolyueHo cBI4AereJIbcrBo o rocyAapcrseHHofi

pelr4cTpaqul4 ttpo.puttbl .qJlf, 3BM. Pesylmatrt pa6orrt [pouIJII4 anpo6aqnro Ha

HayqHblx rou$epeuqrtx ptt3JlvqHoro ypoBHt'

4. CoorsercrBlre c[equaJrbnocrrr
BrruolueHHoe cor4cKareJreM HayqHoe vccJleAoBaHue cooTBercTByer rlacflopry

cnerlr.rrJrbHocrg,2.3.6 - <MeroAbr r4 cracreMbr 3aulr4Tn nHQopuawwL unQopruaqlloHHafl

6esonacHocrbD no [yHKry l9 <<ZccleAoBa:avlfl B o6lacru 6egouaurocrz

Kpr,r[Torpa$uuecrux rUIropI4TMoB' Kpl4nTorpaQuuecrux [pI4MI4TI4BoB'

*p"rrtorpu4"oa"*"* uporoKoJlon. 3aqnra ranQpacrpyKrypbl o6ecneqeHvfl' rIpvl:lneHeHut

Kpllrro{paQuuecrnx MeroAoB. )).

5. 3avreqanuq no Arrccepraqnonnoft pa6ore

l. B pa6ore He rrpoaHzrnlr3rrpoBaHbr noreHlll4anbHble yf,3Bl4Mocu PD-sbox-ARX-

32 x wlHsrM Kpr{[TorpaorauecKriM araKaM, HarIpI{Mep, tulre6panqecKl{M rlLrn araKaM rlo

cTopoHHI4M KaHtlJIaM. ,{uCcepraHToM He O6OcsonaH OTKa3 oT alaa;ftI3A TaKux

Kpr4[Torp aQu.recrux aTaK AJrfl rrp eAcTaBneHHOft IIOACTaHO B KI4.
^ 

Z.l"..eptu*rt cpaBHuBaer paspa6oranHrrft PD-sbox-ARX roJIbKo c aJrropLIrMaMI4

speck32 ra Alze1te. ',{uccepraHr 
He Aadr uy6ororo conocraBJIeHI4'I C I4HbIMLI

aKTy aJISHbIMI4 CTaHAapraMI',I.

3. Oano r,r3 BbrHoclrMbrx Ha 3aIIII4Ty flonoxennfi yrnepxAaeT' qTo ptBpa6oran

yHr{BepcaJbnrrft MeroA cr4HrBa PD-sbox-ARX, uossoJlqlolllufi rryr€u UO46opa

rrapaMeTpoB ARX-oynKrIufi MI4HI,IMII3LIpOBaTb KoJIt4IIecTBo 3aTpaqvBaeMblx

accerr,r6nepHblx l{HcTpyxqraft Ha oflepaquM \prKltriqecKolo cABI4Ia npl4 llx peiUIu3aII[I{ Ha

MrrJropecypcHbrx g-6ursrrx Mr{KpoKoHTponJrepax. oAnaro AoKa3areJIbCTBO BtuIIrAHocrLl

MeTOAa Cr,rHTe3a npuBeAeHo ToIrbKo Anff Mt4KpOKOHTpOJIJIepa ATmega32&P '

4. IIpn orIeHKe paapa6oranHocTlr TeM6I AUCCepTaIIUIOHHOIO IICCJIeAOBaHLLS

[poaHiupr3lrpoBaHbr pa6orrr 
" 

oc"o""oM KpvIrlTorpa$ra'recrofi umolrr IOoy. CrreAosaro

6rr [poaHan[3llpoBaTb vI ApyF[e [ccIeAoBaHI4s [ceBAO-AI4HaMI'IqecKLIx Onepaqufi

uo.IlcraHoBr<ra PD- sbox.

6. 3arc.rtto'reHIre

,{raccepraqux llpy4ulrKoBa B. A. rpeAcraBJlset co6ofi 3aKoHrIeHHyrc HayqHo-

rcnalnQurcarluoHHyrc pi6ory, nocsqq€Huyro petueHvrc aKryalrsofi 3apla'ttu, uuercrqefi



Bax(Hoe 3HaqeHI,Ie B o6racrl4 I4HQopMarlr4oHHoft 6esonacHocru. luccepra\nfr o6laAaer
uayuHoft nosugHofi, LIMeer reoperprrrecKyro 3HarrprMocrb r4 npaKTr,rqecKylo rleHHocrb.
lloly.reuurre pe3yJlbrarhl B nomroft Mepe orpaxeHbr B aBTopcKr,rx uy6ruaraqu-ax.
AnropeQ ep ar rronHocrbrc orpoKaer coAepxaHne Auccep r arlprvr.

flnccepraqz.r orBeqaer rpe6onauz.ana, ycraHoBJreHHbrM lloloxeuueu (O
flpltcyx,{eHl,Ilt yqeHblx creneueft B Qe4epanrnou rocyAapcrBeHHoM aBToHoMHoM
o6pasouareJlbHoM yrrpex,qeHr4r{ Bbrcrlero o6pasonauza <IONnrrfi Se4epa-rrurrrft
yHLIBepcI4rer> (n 4eftcrnyrorqefi pe4ar<qun) 14 rrpellT'flBJrroMbrM K Ar4cceprarJLrflM Ha

cor4cKaHr,re yu€Hoft creneHr,r KaHlr,rAara HayK, a aBTop, llpy.unuron BaAnu
AnercaugpoBl,Iq, 3acJly)rfl{Baer rrpr{cBoeHr4r eMy y.r€Hofi creueHr{ KaHAvAara
TexHI,IqecKvx HayK rro cueqnanbHocrr,r 2.3.6 <MeroArr v cr4creMbr 3arrlr4Tbr

nnQ opruaquu, w u$ opMarlv oHHa.f, 6egonacHocrb ), Texur,rqe eKr,re HayKr.r.

OQnqnanrnrrfi ounonenr
,{orcrop rexHI,IqecKI,Ix HayK (05.12.04 <<Pa4uorexnvrna, B ToM qracJre cprcreMbr 14

yctpoficrno reneBl,IAeunr>>), npo$eccop, 3aBeAyrouurfi raQe4pofi <ZHQopuarlr4oHHat
6esonacHocrr> Op4ena Tpy4onoro Kpacuoro 3Haruenz Qe4epiurbHoe rocyAapcrBeHHoe
6roANetHoe o6pasoBareJlbHoe frpex,qeHr,re Bbrcrrrero o6pasonaunr <<Mocroncrufi
TexHlr.recKufi yHran ep c r,rrer cBlr3t4 n un$ opuarr4Krr )),
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